NudopmannonHass naMaTKA A5 00y4al0mIUXCs
JJIS pasMelleHus Ha 0(puIuAJIbHbIX HHTEPHET-pecypcax

C KaxxabpIM roJJoM MoJIoZie’)ku B VIHTepHETe CTaHOBUTCS OOJIbIIE, a IKOJIbHUKKM OJJHH U3
caMbIX AaKTHBHBIX MoJb30oBareneil PyHera. Mexay TeMmM, NOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, IHTepHeT HeceT u mpobaemMbl. JTa maMsATKa JOJKHA TTOMOYb Tebe 06e30macHo
HaXOJUTHCS B CETH.

Komnviomepnuie eupycoi

KomnbioTepHblif  BHUpYC — 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX  IPOTpamw,
OTJIUYUTENBHON OCOOEHHOCThIO KOTOPOW SIBJISIETCSI CIMOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOTHEHHE K 3TOMY BHPYCHI MOTYT MOBPEAWNTH WA MOTHOCTHIO YHHUTOXUTH BCE (aliIbl U
JAHHBIE, TOJAKOHTPOJBHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTO ObLIa 3ammylieHa 3apakeHHas
MporpaMma, a TakKe MOBPEIUTh WM JaKe YHHUUTOXXKHUTh ONEpPAlMOHHYIO CUCTEMY CO BCEMHU
daiinamu B enom. B 60bIIMHCTBE ClyyaeB pacnpoCTpaHIIOTCs BUPYCH uepe3 HTepHer.

Mertozp!l 3aIMTBI OT BPEAOHOCHBIX IPOIPAMM:

1. Mcnons3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPLE3HBINA YPOBEHb
3aIUTHI OT BPEIOHOCHBIX NIPOTrpamM;

2. TlocrossHHO ycTaHaBiMBail matuu (UGPPOBBIEC 3aIUIATKH, KOTOPhIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKM MPOTpPaMMBbl) M APyrue OOHOBJICHHUS CBOEH
ornepanMoHHOM cuctembl. CkauMBaili MX TOJBKO € oOduUIUanIbHOrO caiTa
pa3padorunka OC. Ecau cymecTByeT peXuM aBTOMAaTHYECKOI'O OOHOBJIECHHS,
BKJIFOYH €T0;

3. PaOotaii Ha cBOeM KOMIIBIOTEPE MO IIPaBaMH MOJIb30BATENS, @ HE aIMUHUCTPATOpA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCA Ha
TBOEM IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonp3yll aHTUBHPYCHBIE€ NPOTrpaMMHBIE IPOAYKTbl U3BECTHBIX IPOU3BOIAUTEINEH,
C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (pU3HUYECKUI TOCTYI K KOMIIBIOTEPY Ul IOCTOPOHHMX JIULL;

6. Vcnonb3yil BHEIIHME HOCUTENU MH(OpPMALKHU, Takue Kak (ielka, AUCK WU (ailn
u3 MHTepHeTa, TOIBKO U3 NPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkppIBaii KOMIBIOTEpHBIE (HAIBI, TOTyYEHHBIE U3 HEHAIEKHBIX UCTOYHHUKOB.
Haxe Te Qaiinpl, KOTOpble MpHUCIaT TBOW 3HAKOMBIN. Jlydlne yTOYHHM y HEro,
OTIIPABJISAJI JIU OH TeOe uX.



Cemu WI-FI

Wi-Fi — 310 He BuI mepefaun JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH[, Mapka.
Eme B 1991 romy Hunmepmanickas kommnaHusi 3apeructpupoBana Opens «WECA», uyto
obo3Hauano cioBocouetanue «Wireless Fidelity», koTopblil mepeBoanuTCSl Kak «OecrpoBOIHAsS

TOYHOCTB>.

Jlo Hamero BpeMeHHW JolUIa JIpyras aObOpeBHaTypa, KOTOpas SBISICTCS TaKOM iKe
TexHonoruer. Ot1o abOpeBuarypa «Wi-Fi». Takoe Ha3BaHume ObUIO TaHO C HaMEKOM Ha

CTaHAapT BbIcIIMM 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBoie 03HayaeT «BbICOKAs TOUHOCTb.

Jla, OecruiaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adpornopTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BbIXoJa B MHTEepHET. HO MHOTHE SKCIEepThI CYUTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi cetu He aBisA0TCA 0€30IMaCHBIMMU.

Cogersl 110 6€30MacHOCTH Ipu padboTe B o01eA0cTynHbIX ceTssx Wi-Fi:

1. He mepenmaBaii cBoto nuuHyro uH(popMamuio ydepe3 odmenoctynasie Wi-Fi cern.
PaGotast B HUX, XeJaTeNIbHO HE BBOJWUTH MAPOJH JIOCTYIA, JIOTHHBI U KAKHUE-TO
HOMeEpa;

2. Hcnonw3yit 1 0OHOBISI AaHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMay3p. TeM caMbIM ThI
obe3onacunib ceds OT 3aKaUKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢ynkmuo «OO0mmid moctyn K Qaitmam u
npuHTepam». JlaHHas QyHKOUS 3aKpbiTa MO YMOJYAaHHWIO, OJHAKO HEKOTOPBIE
M0JIb30BATEN aKTUBUPYIOT €€ JIIsl y100CTBa UCIIOJIb30BaHUs B paboTe uiu yueoe;

4. He ucnone3yit nyonuunbiii Wi-Fi nns nepenayn TUYHBIX JTaHHBIX, HAIIpUMeEp, IS
BBIXO/Ia B COITUATBHBIC CETH WIIU B JIEKTPOHHYIO TIOUTY;

5. Hcnonb3yit Tonpko 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BebO-aapeca BBOIU UMEHHO «https://»;

6. B MoOwnsHOM Tenedone orkmoun pynkmuio  «[lomkmrouenne x  Wi-Fi
aBTOMaTMyeckn». He pomyckail aBTOMAaTHYECKOTO MOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacusi.

Couuaﬂbele cemu

CouuanbHple CeTH aKTUBHO BXOJST B HAIIY JKW3Hb, MHOTHE JIFOAU PabOTAIOT M KUBYT
TaM NOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUIIUAP]T YETIOBEK, YTO ABJISETCS OJHOM
CeIbMOM BCEX JKUTENEH IIaHeThl. MHOTHE IMOJIb30BATENId HE MOHUMAIOT, YTO HWH(POpPMAIIUS,
pa3MelleHHasi UMU B COLIMAJIbHBIX CETSIX, MOXKET ObITh HailJieHa U UCIO0Ib30BaHA KEM YTOJHO,
B TOM YHCJI€ HE 00s3aTeIBHO ¢ OJaruMu HaMepPEHUSIMHU.



OCHOBHBIE COBETHI IO 0€30IaCHOCTH B COLIMAJIBbHBIX CCTAX!

1.

Orpannyb cnucok apy3ze. Y T1e0s B APY3bSIX HE JOJDKHO OBITh CIy4YyallHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiiail cBor YacTHYI0 *u3Hb. He ykaswiBail mapoiu, TenedoHsl, aapeca, naTy
TBOETO POXKICHUS W JPYryl0 JTUYHYHO WHOOpMANWio. 3JI0YMBINIUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake WH(OPMAIMIO O TOM, KaK Thl U TBOW POJUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBI;

3amumiail cBOI penyTaiuio — JIep:KU ee B YUCTOTE U 3ajaBail cebe BOMpoc: XOTel
Obl Thl, YTOOBI JpYyrue MOJB30BAaTEeIM BUIECIU, YTO Thl 3arpyxaeus? [logymaii,
MPEXJIe YEM YTO-TO OMYOJIUKOBATh, HAITUCATh U 3arpy3UTh;

Ecnu Tbl TOBOpUILB € JHOJbMH, KOTOPBIX HE 3HACIlb, HE UCMOJb3yH CBOE pEajJbHOE
UMS U JPYTYI0 JTUYHYI0 MHGOPMALMIO: MMs, MECTO KHUTEJIbCTBA, MECTO yueObl U
npouee;

N3zberait pazmemienus ¢pororpaduii B IHTEpHETE, T/IE€ THI H300paKEH HA MECTHOCTH,
10 KOTOPO MO>KHO OIPEAEIIUTH TBOE MECTOIOJI0KEHUE;

[Ipu peructpanuu B COUMATIBHOM CETHU HEOOXOAMMO HCIIOJIB30BaTh CIOXKHbBIC
napoJiv, COCTOAMINE U3 OyKB M U U ¢ KOJIWYECTBOM 3HAKOB HE MEHee §;

st conuanbHOM CceTH, MOYTHI U APYTUX CallTOB HEOOXOMMO HCIIOIb30BaTh Pa3HbIE
napoiu. Torna eciau Te6st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3zy.

Onexmponnsvie Oenveu

SHeKTPOHHBIC JCHBI'M — 3TO OYCHb y,HO6HBIﬁ cI1oco0 HHaTe)Keﬁ, OJHAaKO CYHICCTBYIOT

MOIICHHWUKH, KOTOPBIC XOTAT MOJYIUTDb 9TU ACHBI'U.

9J'IeKTp0HHI)Ie JCHBI'M ITOABUIIMCH COBCCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO MHOT'HX

rocyaapCTBax 40 CUX IIOP HC IPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccum ke oHM (PyHKIMOHHMPYIOT M O HHX YK€ MPOMUCAHO B 3aKOHE, TIe HX

pasaciiAr0OT Ha HCECKOJIbBKO BHJIOB — AHOHHUMHBIC W HC AHOHHMHBIC. Pa3nuna B TOM, YTO

AHOHUMHBIC — 3TO TC, B KOTOPLIX pPaA3pCHIACTCA IIPOBOJUTL OIICpallun 0e3 I/IIIGHTI/I(l)I/IKaHI/II/I

II0JIb30BAaTCIIsA, @ B HC aHOHUMHBIX I/II[eHTI/I(i)I/IKaHI/II/I [10JI630BaTENIS SBJISETCS 0053aTEIHLHOM.

Taxxe CICAYCT pa3jindaThb 3JICKTPOHHBLIC (bHaTHBIe JCHBI' (paBHI)I rocyaapCTBCHHbBIM

BaJ'IIOTaM) " 3JICKTPOHHBLIC He(l)I/IaTHBIe JCHbBI'H (He PaBHBI IT'OCYAapCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI IO O€30MacHO padoTe ¢ AMEKTPOHHBIMU JEHbIaMH:



1. IpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIA M OBICTPBIN CIIOCOO
BOCCTAaHOBHUTH JOCTYN K cuery. [IpuBsizanHbIii TenedoH MOMOXKET, eciau 3a0yaenb
CBOM IJIATEKHBIA MApOJIb WIH 3alJE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHopa3oBeie maposid. [locie mepexona Ha yCHJIEHHYIO aBTOPHU3AIUIO
TeOe yxe He OyJeT yrpokarb ONacHOCTh KpPaXXH WJIHM IepexBaTa ILIATEKHOTO
apos;

3. BeiObepu cnoxsblii maposb. [IpecTymHukam OyaeT HE MPOCTO yrajaarh CIOXKHBIN
napoJyib. HajexxHble nmaposiau — 3To napoJiv, KOTOphIE COAEpKaT HE MEHee 8 3HAKOB U
BKJTFOYAIOT B Ce0sl CTPOUYHBIC U MPOMHKCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB,
TakKhe KakK 3HaK Joiuiapa, (yHTa, BOCKIWIATENBHBIN 3HaK W T.n. Hampuwmep,
$tROng!;;

4. He BBOJM CBOM JIMYHBIE JaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.

aﬂekmpOHHa}Z nouma

DJIEKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U NPEAOCTABIISIEMBIE €10 YCIYTH 0 TEPECHUIKE
U TIOJIYYCHHIO DJICKTPOHHBIX COOOIICHHH, KOTOPBIE PACIPENEISIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM ~ TIOYTOBBIA  SIIMK ~ BBIDJSIAUT — CICAYIOIIMM  0Opazom:
MMsI_I0JIb30BaTeNsI @uMsI_JIoMeHa. Takke KpoMme Mepenadyd IPOCTOr0 TEKCTa, HMEETCs
BO3MOXHOCTD TepeIaBaTh (ailsibl.

OCHOBHBIE COBETHI IO O€30IMMACHON pabOTe ¢ ANEKTPOHHOU IMOYTOM:

1. Hago BeIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTepHETE €CTh OTrpOMHBIM
BbIOOp OecIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIy4ylle JOBEPSATH TEM, KOIO
3HaelIb U KTO IEPBBIM B PEUTHHTE;

2. He yka3pIBaii B TMYHOM mouTe JIMYHYIO HHGopMmanmoo. Hanpumep, mydmie BeIOpaTh
«MY3BIKaTbHBIN_(paHaT@» unu «pok2013» BMecTo «TteMal3»;

3. Hcnonp3yil ABYX3TAallHYH0 aBTOPU3ALMIO. OJTO KOrJa NOMUMO MapoJisi HYKHO
BBOJIUTH KOJI, TPUCHLIaeMblii 1o SMS;

4. BpiOepu CIOXHBIN mapoib. [ KaXXIOTO MOYTOBOTO SIIUKA JOKEH OBITH CBOU
HAJICKHBII, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecim ecTp BO3MOXHOCTh HallMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH ATy
BO3MOJKHOCTB;

6. Hcnonp3yil HECKONBKO MOYTOBBIX SAIIUMKOB. [lepBbIil AJi1 4acTHON NEPENHUCKH C
ajgpecatamMy, KOTOPbIM Tbl JOBEpsi€lIb. OJTO DSJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MIPU PETrUCTpaliui Ha GopyMax U calTax;

7. He otkpbiBail ¢aiibl U Apyrue BIOKEHHS B MUChMaX JaKe€ €CIU OHM MPHUIILIH OT
TBOMX Jpy3eil. Jlydiie yrouHu y HUX, OTIPABIISIIN JTU OHU TeOe 3T (ailbl;

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE Mepe]] 3aKPhITHEM BKJIAJKH C
caiiToM He 3a0yap HaXkaTh HAa «BBIATH».



Kubepbynnune unu supmyanvroe uzoeeamenbcmeo

KuGepOymnuur — mpecinenoBaHue COOOUICHUSIMU, COAEPXKAIIMMH  OCKOpPOJIeHHUS,

arpecculo, 3alyruBaHue; XYJIUTaHCTBO; COIMAIEHOE OOWKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KHOEPOYIITMHTOM:

1.

He Opocaiics B 60i. JIydmuii crioco6: mocoBETOBATHCS Kak ce0si BECTH M €CITU HET
TOTO, K KOMYy MOXHO OOpaTUTHCS, TO BHAuaje YCIOKOUThCA. Ecnu Thl HayHeIb
OTBEeYaTh OCKOPOJEHUSIMU HA OCKOPOJIEHMS, TO TOJBKO elle OOJbIIe Pa30iOKelb
KOH(JIUKT;

VYnpasnsii cBoeit Kubeppenyranuei;

AHOHUMHOCTh B ceTH MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

He ctout Bectn Xynuranckuii oOpa3 BUPTyaidbHOU >ku3HH. HTEpHET Qukcupyer
BCE TBOU JICUCTBUS U COXPAHAET UX. Y JAIUTh UX OyAeT KpailHe 3aTpyAHUTENbHO;
Cobntonait cBOM BUPTYaJbHYIO YECTh CMOJIOY;

Urnopupyit eauHuusbiii HeratuB. OIHOPAa30BblE OCKOPOUTEIbHBIE COOOILIECHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs: Ha Ha4yalbHOW CTaJANH;

ban arpeccopa. B nmnporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUAMH, B
COIMAJILHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUH C
ONpPEIETICHHBIX A/IPECOB;

Eciu Te1 cBugerens kubOepOysuunra. TBou JeHCTBUA: BBICTYNHUTH MPOTHB
MpecienoBarelis, MOoKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh JKEPTBY, KOTOPOH HY)KHA TICUXOJOTHYECKash IOMOIIb, COOOIIUTH
B3POCJIBIM O (DaKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MobunvHolii meneghon

CoBpemenHble cMapTPOHBI W IUIAHIIETHI cojaepKaT B cebe BIIOJHE B3pPOCIHbIN

(bYHKHI/IOHaJ'I, U TCICPb OHHU MOTYT KOHKYPHPOBATH CO CTAllMOHAPHBIMHU KOMIIBIOTCpAMHU.

OnHako cpeACTB 3aIIUTHI ISl TOJIOOHBIX YCTPOUCTB MOKA OYE€Hb Majio. TeCTUPOBAaHUE U MTOUCK

YSA3BUMOCTEM B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1 [IK, To ke camoe kacaerca u

MOOUITBHBIX TTPHUIIOKEHHI.

COBpCMCHHBIe MOOMIIbLHBIE 6paysepLI YK€ NPAKTHYCCKU JOTHAJIIN HACTOJIbHBIC aHAJIOTH,

OJTHAKO pacuiMpeHre (QyHKIIMOHANIA BIIEYET 3a CO00i OOJBIIYI0 CIOKHOCTh W MEHBIIYIO

3aIUIIEHHOCTD.



Jlaneko He BCce MPOU3BOIUTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKUE
YSA3BUMOCTH JJIS1 CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI /I 0€30MacCHOCTH MOOUIILHOTO TeedoHa:

1. Hwuuero He sBisieTcs MO-HACTOSIIEMY OeCIUIaTHBIM. Byab OCTOpOKEH, Belbh Koraa
TeOe TpemIaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIC YCIIYTH;

2. Jlymaii, mpexxae yeM otnpaBuTh SMS, ¢hoTo nuinu Bugeo. Thl TOUHO 3HACIIH, T/I€ OHU
OyayT B KOHEYHOM HTOTE?

3. HeoOxoammo 0OHOBISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

4. Hcnonw3yil aHTUBUPYCHBIE TPOTPaMMBI /11T MOOUJILHBIX Telle(pOHOB;

5. He 3arpyxaii mOpUIOXKEHHUS OT HEU3BECTHOTO MCTOYHUKA, BE€Ab OHHU MOTYT
coJlep>KaTh BPEJOHOCHOE MPOTPaMMHOE 00eCTICUeHNUE;

6. Tlocie Toro Kak ThI BHIMAEIIL C CaiiTa, IJi€ BBOIWI JIHUYHYIO HHPOPMAIIHIO, 321 B
HACTPOMKHU Opay3epa u yaanu cookies;

7. Ilepuonuueckd MpOBEpsid, KAaKWE IUIATHBIE YCIYTd AKTUBUPOBAHbl Ha TBOEM
HOMEpE;

8. JlaBaii cBOil HOMEp MOOMIBLHOTO Telne(oHa TOIBKO JIFOISM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa ThI UM He TOJb3yenibesa. He 3a0biBaii
WHOT /12 IPOBEPSTH ITO.

Online uepul

CoBpeMeHHbIE OHJIAWH-UTPbl — 3TO KpPAacOYHbIE, 3aXBaThIBAIOIIME pa3BICUYECHMUS,
00BEIMHSIONINE COTHU THICAY YENIOBEK 10 BceMy MuUpy. Mrpoku uccienyroT naHHbId UM MU,
0011at0TCs JPYT € APYTrOM, BBIIOJIHSIOT 3aaHMsl, CPAYKAIOTCSI C MOHCTPAaMU U IOJIYYaroT OIBIT.
3a yJI0BOJIBCTBHE OHU IIATST: MOKYHNAKOT JUCK, OIUIAYMBAIOT AOOHEMEHT WM MPHOOpPETaoT
KAKHE-TO OIILIHH.

Bce atn cpeactBa uayr Ha moaiep)KaHUE M pa3sBUTHUE WIPHI, a TAKXKE HAa caMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBbl aBTOPH3ALMM, BBIIYCKAIOTCS HOBbIE IATUH
(un¢poBbIe 3amIaTKU AJIS1 IPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI{O6HBIX urpax CTouT o1macaTrbCd HEC CTOJIbBKO CBOUX COIICPHHUKOB, CKOJBKO KpaXu
TBOCTO IIapoJIsd, HAa KOTOPOM OCHOBAaHA4 CUCTCMA aBTOPU3aAlIUHU OOJILIIMHCTBA urp.

OcHOBHBIE COBETHI 110 O€30MMaCHOCTH TBOETO UTPOBOT0 aKKayHTa:
1. Ecnou ppyroit urpox BeneT cels IJIOXO WM CO3JaeT Te0e HEeNmpHUsITHOCTH,
3a0JI0KUPYH €ro B CHUCKE UTPOKOB;



N AW

[Toxkamylicss aaMUHHUCTpATOpaM HWIPbl HA IUIOXO€ NOBEICHUE 3TOrT0 MIPOKA,
JKEJIaTeJIbHO MPHUIIOKHUTH KAKHE-TO JI0KA3aTENbCTBA B BUJIE CKPUHOB;

He yka3piBait muunyto uHbopmaImio B mpodaiiie urpsi;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeounaabHbIe TATYH U MOJIBI;

Hcnone3yii cnoxHbIE U pa3HbIE TAPOJIH;

Jlaxe BO BpeMsl UIpbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. Iloka Thl urpaems, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaosica Tudrnsvlx OAHHBIX

OObBIUHOM Kpaxceﬁ ACHCT W OOKYMCHTOB CCTOOHA YKC HHUKOIO HC YyAUWBUIIb, HO C

pasBUTUCM I/IHTepHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKN TMCPEMCCTUIINCh B I/IHTCpHCT, u

IpoaO0JIKA0T 3aHUMATBCS «JTFOOMMBIM» ACJIIOM.

Tak nmosiBUIach HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUJIA (1)I/IIHI/IH1", TJIaBHasd LOCJIb

KOTOPOTO COCTOUT B IMOJTYYCHUH KOH(I)I/II[CHHI/IaJ'ILHBIX JaHHBbIX MOJb30BaTeNICH — JOTMHOB U

naposieii. Ha anrnmiickom s3pike phishing untaercs xak ¢gumuar (ot fishing — perOHas moBs,

password — mapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUIIUHTOM:

1.

Cnenn 3a cBoMM akkayHTOM. Ecim ThI momo3peBaemib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHpOBAaTh €€ W COOOUIMTH aJMUHHCTPAaTOpam
pecypca 00 3TOM Kak MO>KHO CKOpee;

Hcnonw3yit Oe3onacHble BeO-CaliTl, B TOM YHCJIE€ HMHTEPHET-MAara3uHoB U
MIOUCKOBBIX CHCTEM;

Hcnone3yii cnokHble M pa3Hble Mapoiau. Takum o0pa3om, eciiu Tedsi B3IOMAIOT, TO
37IOYMBIIUIEHHUKH TOJIy4aT JOCTYI TOJIBKO K OAHOMY TBOEMY MPOQUIIO B CETH, a
HE KO BCEM;

Ecnmu T1eOs B3momManu, TO HEOOXOOUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 0OaBIEHBI y T€0s B APY3bAX, O TOM, YTO Te€Os B3JIOMAJIU U, BO3SMOXKHO, OT
TBOETO MMEHU OyJeT pacChlIaThCsl CllaM M CCHIIKH Ha (DUITMHTOBBIE CATHI;
YcranoBu HanexHbd napons (PIN) Ha MoOuIbHBIN TenedoH;

OTkIII04YM cOXpaHEHue mapoJis B Opaysepe;

He oTkpbiBaif Qaiiinbl U Apyrue BIOXKEHUS B MUChMAX Ja)XKe €CIH OHH MPHUILIA OT
TBOUX Jpy3eil. Jlydle yTouHH y HUX, OTHPABIISUIM JIX OHU TeOe 3TH (aiiibl.

Lugpposas penymayusa



udposas pemyranust — 3T0 HETaTUBHAS WU MMO3WTUBHAS WH(OpMAILUs B CETH O Tebe.
Komnpomertupyromas nadopmanus, pazmeniennas B UHTepHeTe, MOKET Cephe3HBIM 00pa3oM
OTpa3UThCS HA TBOEH peanbHOM ku3HH. «[[udpoBas pemyranus» — 370 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 uapopmanuu o Tede B IHTepHere.

TBoe MeCTO KHUTENbCTBA, Y4eOBbl, TBOE (PHUHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue moApoCTKU JIETKOMBICIEHHO OTHOCSITCS K MMyOJIMKAIIUU JTHYHON WH(OpMAIIH B
WNuTepHeTe, He MOHUMAs BO3MOXHBIX MOCJIEICTBAN. ThI Tayke HE CMOXKEIIb TOTAAThCS O TOM,
4yTro Qororpadus, pa3MelieHHas S5 JeT Hazall, cTaja NMPUYMHOW OTKaza MPHHATH TeOsS Ha
pabory.

Kommenrapun, pasmemnienne TBoux ¢Gotorpaduii M Apyrue JAEUCTBUS MOTYT HeE
UCYE3HYTh JaXke€ IOCJIe TOro, Kak Thl MX yJalnuilb. Thl HE 3Haellb, KTO COXPaHUI 3Ty
uH(OpMaIMio, Iomnajia J1 OHa B IOMCKOBBIE CUCTEMbl U COXPAaHUIJIACh JIM OHA, a INIaBHOE: YTO
MOyMAalOT 0 TeOe OKpYy’Karolee 0N, KOTOPbIe HAWAYT M YBUAAT 3T0. Halitn nndopmaruio
MHOTO JIET CITyCTS CMOXET JI000M — Kak M3 IOOpBIX MOOYXKICHWH, TaK U C HaMEpPEHHEM
HOPUYUHUTB Bpel. ITO MOKET ObITh KTO YI'OJHO.

OCHOBHBIE COBETHI IO 3alIUTE MU(PPOBOI permyTaIyn:

1. Tlomymaii, mpexae 4em 4TO-TO MyONMKOBATH M TepeaBarh y ceOs B Ojore uiu B
COILIMAJILHOM CETH,

2. B nHactpoiikax npoduiis yCTaHOBU OTpaHUYEHHUS Ha MPOCMOTP TBOETO MpOoduis u
€ro COJIEPKUMOTO0, CIEIIAald €r0 TOJBKO «IUISl APY3Eh»;

3. He pa3memiaii u He yka3biBail HH(pOpMAITHIO, KOTOPask MOKET KOTO-JTHO0 OCKOPOIIATH
WA OOM>KaTh.

Asmopckoe npago

CoBpemMeHHbIE WIKOJBHUKM — aKTUBHBIE TOJB30BaTEIM LU(POBOTrO MPOCTPAHCTBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMH BO3MOXKHOCTSIMU LIU(PPOBOTO MHUpa
TpeOyeT coOII0IeHU MPaB Ha UHTEIUIEKTYalIbHYI0 COOCTBEHHOCTD.

TepMHUH «WHTEIEKTyaJbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3jIUYHBIM TBOPEHHIM
YeJI0OBEUEeCKOr0 yMa, HayMHas C HOBBIX M300peTeHHd M 3HAKOB, OOO3HAYAOLINX
COOCTBEHHOCTh HAa TPOAYKTHI W YCIYI'H, M 3aKaHYuBas KHUTamu, (oTorpadusmu,
KAHO(QHIEMaMHU M MY3bIKQJIbHBIMHA TTPOU3BEICHUSIMH.



ABTOpCKME TpaBa — O3TO IpaBa Ha MHTEIUICKTYaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKHU, JUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KAU€CTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaIbHBINA/TBOPUECKHUM TPy aBTOpa HE OyJeT HApacHBIM, AacT
€My CIpaBe/UIMBbIe BO3MOXKHOCTH 3apaloTaThb Ha pe3yjbTaTaXx CBOEro TPyJa, MOJYyYUTh
M3BECTHOCTh U mpu3HaHue. Hukto 0e3 paspelieHusi aBTopa HE MOXKET BOCIPOU3BOAUTH €T0
MPOU3BEICHHE, PACIIPOCTPAHATH, MyOJUYHO AEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJIMYHO HCIOJIHATH, MOKA3bIBATH/UCTIONHATH B AUpPE WM pa3MellaTh B
HNnrepHere.

Hcnonb3oBaHne «OUPATCKOTO» MPOrPaMMHOIO OOECHEYEHHMsS] MOXKET IPUBECTH K
MHOTHM PHUCKaM: OT MOTEPU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOEI'O YCTPOMCTBA,
IJle YyCTaHOBJIGHA HeleranbHas nporpamMMa. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYET
JeTanbHble U OeCTIaTHBIE POTPAMMBI, KOTOPHIE MOKHO HAalWTH B CETH.



NudopmannonHass naMaTKA A5 00y4al0mIUXCs
JJIS pasMelleHus Ha 0(puIuAJIbHbIX HHTEPHET-pecypcax

C KaxxabpIM roJJoM MoJIoZie’)ku B VIHTepHETe CTaHOBUTCS OOJIbIIE, a IKOJIbHUKKM OJJHH U3
caMbIX AaKTHBHBIX MoJb30oBareneil PyHera. Mexay TeMmM, NOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, IHTepHeT HeceT u mpobaemMbl. JTa maMsATKa JOJKHA TTOMOYb Tebe 06e30macHo
HaXOJUTHCS B CETH.

Komnviomepnuie eupycoi

KomnbioTepHblif  BHUpYC — 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX  IPOTpamw,
OTJIUYUTENBHON OCOOEHHOCThIO KOTOPOW SIBJISIETCSI CIMOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOTHEHHE K 3TOMY BHPYCHI MOTYT MOBPEAWNTH WA MOTHOCTHIO YHHUTOXUTH BCE (aliIbl U
JAHHBIE, TOJAKOHTPOJBHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTO ObLIa 3ammylieHa 3apakeHHas
MporpaMma, a TakKe MOBPEIUTh WM JaKe YHHUUTOXXKHUTh ONEpPAlMOHHYIO CUCTEMY CO BCEMHU
daiinamu B enom. B 60bIIMHCTBE ClyyaeB pacnpoCTpaHIIOTCs BUPYCH uepe3 HTepHer.

Mertozp!l 3aIMTBI OT BPEAOHOCHBIX IPOIPAMM:

1. Mcnons3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPLE3HBINA YPOBEHb
3aIUTHI OT BPEIOHOCHBIX NIPOTrpamM;

2. TlocrossHHO ycTaHaBiMBail matuu (UGPPOBBIEC 3aIUIATKH, KOTOPhIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKM MPOTpPaMMBbl) M APyrue OOHOBJICHHUS CBOEH
ornepanMoHHOM cuctembl. CkauMBaili MX TOJBKO € oOduUIUanIbHOrO caiTa
pa3padorunka OC. Ecau cymecTByeT peXuM aBTOMAaTHYECKOI'O OOHOBJIECHHS,
BKJIFOYH €T0;

3. PaOotaii Ha cBOeM KOMIIBIOTEPE MO IIPaBaMH MOJIb30BATENS, @ HE aIMUHUCTPATOpA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCA Ha
TBOEM IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonp3yll aHTUBHPYCHBIE€ NPOTrpaMMHBIE IPOAYKTbl U3BECTHBIX IPOU3BOIAUTEINEH,
C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (pU3HUYECKUI TOCTYI K KOMIIBIOTEPY Ul IOCTOPOHHMX JIULL;

6. Vcnonb3yil BHEIIHME HOCUTENU MH(OpPMALKHU, Takue Kak (ielka, AUCK WU (ailn
u3 MHTepHeTa, TOIBKO U3 NPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkppIBaii KOMIBIOTEpHBIE (HAIBI, TOTyYEHHBIE U3 HEHAIEKHBIX UCTOYHHUKOB.
Haxe Te Qaiinpl, KOTOpble MpHUCIaT TBOW 3HAKOMBIN. Jlydlne yTOYHHM y HEro,
OTIIPABJISAJI JIU OH TeOe uX.



Cemu WI-FI

Wi-Fi — 310 He BuI mepefaun JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH[, Mapka.
Eme B 1991 romy Hunmepmanickas kommnaHusi 3apeructpupoBana Opens «WECA», uyto
obo3Hauano cioBocouetanue «Wireless Fidelity», koTopblil mepeBoanuTCSl Kak «OecrpoBOIHAsS

TOYHOCTB>.

Jlo Hamero BpeMeHHW JolUIa JIpyras aObOpeBHaTypa, KOTOpas SBISICTCS TaKOM iKe
TexHonoruer. Ot1o abOpeBuarypa «Wi-Fi». Takoe Ha3BaHume ObUIO TaHO C HaMEKOM Ha

CTaHAapT BbIcIIMM 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBoie 03HayaeT «BbICOKAs TOUHOCTb.

Jla, OecruiaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adpornopTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BbIXoJa B MHTEepHET. HO MHOTHE SKCIEepThI CYUTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi cetu He aBisA0TCA 0€30IMaCHBIMMU.

Cogersl 110 6€30MacHOCTH Ipu padboTe B o01eA0cTynHbIX ceTssx Wi-Fi:

1. He mepenmaBaii cBoto nuuHyro uH(popMamuio ydepe3 odmenoctynasie Wi-Fi cern.
PaGotast B HUX, XeJaTeNIbHO HE BBOJWUTH MAPOJH JIOCTYIA, JIOTHHBI U KAKHUE-TO
HOMeEpa;

2. Hcnonw3yit 1 0OHOBISI AaHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMay3p. TeM caMbIM ThI
obe3onacunib ceds OT 3aKaUKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢ynkmuo «OO0mmid moctyn K Qaitmam u
npuHTepam». JlaHHas QyHKOUS 3aKpbiTa MO YMOJYAaHHWIO, OJHAKO HEKOTOPBIE
M0JIb30BATEN aKTUBUPYIOT €€ JIIsl y100CTBa UCIIOJIb30BaHUs B paboTe uiu yueoe;

4. He ucnone3yit nyonuunbiii Wi-Fi nns nepenayn TUYHBIX JTaHHBIX, HAIIpUMeEp, IS
BBIXO/Ia B COITUATBHBIC CETH WIIU B JIEKTPOHHYIO TIOUTY;

5. Hcnonb3yit Tonpko 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BebO-aapeca BBOIU UMEHHO «https://»;

6. B MoOwnsHOM Tenedone orkmoun pynkmuio  «[lomkmrouenne x  Wi-Fi
aBTOMaTMyeckn». He pomyckail aBTOMAaTHYECKOTO MOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacusi.

Couuaﬂbele cemu

CouuanbHple CeTH aKTUBHO BXOJST B HAIIY JKW3Hb, MHOTHE JIFOAU PabOTAIOT M KUBYT
TaM NOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUIIUAP]T YETIOBEK, YTO ABJISETCS OJHOM
CeIbMOM BCEX JKUTENEH IIaHeThl. MHOTHE IMOJIb30BATENId HE MOHUMAIOT, YTO HWH(POpPMAIIUS,
pa3MelleHHasi UMU B COLIMAJIbHBIX CETSIX, MOXKET ObITh HailJieHa U UCIO0Ib30BaHA KEM YTOJHO,
B TOM YHCJI€ HE 00s3aTeIBHO ¢ OJaruMu HaMepPEHUSIMHU.



OCHOBHBIE COBETHI IO 0€30IaCHOCTH B COLIMAJIBbHBIX CCTAX!

1.

Orpannyb cnucok apy3ze. Y T1e0s B APY3bSIX HE JOJDKHO OBITh CIy4YyallHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiiail cBor YacTHYI0 *u3Hb. He ykaswiBail mapoiu, TenedoHsl, aapeca, naTy
TBOETO POXKICHUS W JPYryl0 JTUYHYHO WHOOpMANWio. 3JI0YMBINIUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake WH(OPMAIMIO O TOM, KaK Thl U TBOW POJUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBI;

3amumiail cBOI penyTaiuio — JIep:KU ee B YUCTOTE U 3ajaBail cebe BOMpoc: XOTel
Obl Thl, YTOOBI JpYyrue MOJB30BAaTEeIM BUIECIU, YTO Thl 3arpyxaeus? [logymaii,
MPEXJIe YEM YTO-TO OMYOJIUKOBATh, HAITUCATh U 3arpy3UTh;

Ecnu Tbl TOBOpUILB € JHOJbMH, KOTOPBIX HE 3HACIlb, HE UCMOJb3yH CBOE pEajJbHOE
UMS U JPYTYI0 JTUYHYI0 MHGOPMALMIO: MMs, MECTO KHUTEJIbCTBA, MECTO yueObl U
npouee;

N3zberait pazmemienus ¢pororpaduii B IHTEpHETE, T/IE€ THI H300paKEH HA MECTHOCTH,
10 KOTOPO MO>KHO OIPEAEIIUTH TBOE MECTOIOJI0KEHUE;

[Ipu peructpanuu B COUMATIBHOM CETHU HEOOXOAMMO HCIIOJIB30BaTh CIOXKHbBIC
napoJiv, COCTOAMINE U3 OyKB M U U ¢ KOJIWYECTBOM 3HAKOB HE MEHee §;

st conuanbHOM CceTH, MOYTHI U APYTUX CallTOB HEOOXOMMO HCIIOIb30BaTh Pa3HbIE
napoiu. Torna eciau Te6st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3zy.

Onexmponnsvie Oenveu

SHeKTPOHHBIC JCHBI'M — 3TO OYCHb y,HO6HBIﬁ cI1oco0 HHaTe)Keﬁ, OJHAaKO CYHICCTBYIOT

MOIICHHWUKH, KOTOPBIC XOTAT MOJYIUTDb 9TU ACHBI'U.

9J'IeKTp0HHI)Ie JCHBI'M ITOABUIIMCH COBCCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO MHOT'HX

rocyaapCTBax 40 CUX IIOP HC IPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccum ke oHM (PyHKIMOHHMPYIOT M O HHX YK€ MPOMUCAHO B 3aKOHE, TIe HX

pasaciiAr0OT Ha HCECKOJIbBKO BHJIOB — AHOHHUMHBIC W HC AHOHHMHBIC. Pa3nuna B TOM, YTO

AHOHUMHBIC — 3TO TC, B KOTOPLIX pPaA3pCHIACTCA IIPOBOJUTL OIICpallun 0e3 I/IIIGHTI/I(l)I/IKaHI/II/I

II0JIb30BAaTCIIsA, @ B HC aHOHUMHBIX I/II[eHTI/I(i)I/IKaHI/II/I [10JI630BaTENIS SBJISETCS 0053aTEIHLHOM.

Taxxe CICAYCT pa3jindaThb 3JICKTPOHHBLIC (bHaTHBIe JCHBI' (paBHI)I rocyaapCTBCHHbBIM

BaJ'IIOTaM) " 3JICKTPOHHBLIC He(l)I/IaTHBIe JCHbBI'H (He PaBHBI IT'OCYAapCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI IO O€30MacHO padoTe ¢ AMEKTPOHHBIMU JEHbIaMH:



1. IpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIA M OBICTPBIN CIIOCOO
BOCCTAaHOBHUTH JOCTYN K cuery. [IpuBsizanHbIii TenedoH MOMOXKET, eciau 3a0yaenb
CBOM IJIATEKHBIA MApOJIb WIH 3alJE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHopa3oBeie maposid. [locie mepexona Ha yCHJIEHHYIO aBTOPHU3AIUIO
TeOe yxe He OyJeT yrpokarb ONacHOCTh KpPaXXH WJIHM IepexBaTa ILIATEKHOTO
apos;

3. BeiObepu cnoxsblii maposb. [IpecTymHukam OyaeT HE MPOCTO yrajaarh CIOXKHBIN
napoJyib. HajexxHble nmaposiau — 3To napoJiv, KOTOphIE COAEpKaT HE MEHee 8 3HAKOB U
BKJTFOYAIOT B Ce0sl CTPOUYHBIC U MPOMHKCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB,
TakKhe KakK 3HaK Joiuiapa, (yHTa, BOCKIWIATENBHBIN 3HaK W T.n. Hampuwmep,
$tROng!;;

4. He BBOJM CBOM JIMYHBIE JaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.

aﬂekmpOHHa}Z nouma

DJIEKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U NPEAOCTABIISIEMBIE €10 YCIYTH 0 TEPECHUIKE
U TIOJIYYCHHIO DJICKTPOHHBIX COOOIICHHH, KOTOPBIE PACIPENEISIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM ~ TIOYTOBBIA  SIIMK ~ BBIDJSIAUT — CICAYIOIIMM  0Opazom:
MMsI_I0JIb30BaTeNsI @uMsI_JIoMeHa. Takke KpoMme Mepenadyd IPOCTOr0 TEKCTa, HMEETCs
BO3MOXHOCTD TepeIaBaTh (ailsibl.

OCHOBHBIE COBETHI IO O€30IMMACHON pabOTe ¢ ANEKTPOHHOU IMOYTOM:

1. Hago BeIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTepHETE €CTh OTrpOMHBIM
BbIOOp OecIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIy4ylle JOBEPSATH TEM, KOIO
3HaelIb U KTO IEPBBIM B PEUTHHTE;

2. He yka3pIBaii B TMYHOM mouTe JIMYHYIO HHGopMmanmoo. Hanpumep, mydmie BeIOpaTh
«MY3BIKaTbHBIN_(paHaT@» unu «pok2013» BMecTo «TteMal3»;

3. Hcnonp3yil ABYX3TAallHYH0 aBTOPU3ALMIO. OJTO KOrJa NOMUMO MapoJisi HYKHO
BBOJIUTH KOJI, TPUCHLIaeMblii 1o SMS;

4. BpiOepu CIOXHBIN mapoib. [ KaXXIOTO MOYTOBOTO SIIUKA JOKEH OBITH CBOU
HAJICKHBII, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecim ecTp BO3MOXHOCTh HallMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH ATy
BO3MOJKHOCTB;

6. Hcnonp3yil HECKONBKO MOYTOBBIX SAIIUMKOB. [lepBbIil AJi1 4acTHON NEPENHUCKH C
ajgpecatamMy, KOTOPbIM Tbl JOBEpsi€lIb. OJTO DSJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MIPU PETrUCTpaliui Ha GopyMax U calTax;

7. He otkpbiBail ¢aiibl U Apyrue BIOKEHHS B MUChMaX JaKe€ €CIU OHM MPHUIILIH OT
TBOMX Jpy3eil. Jlydiie yrouHu y HUX, OTIPABIISIIN JTU OHU TeOe 3T (ailbl;

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE Mepe]] 3aKPhITHEM BKJIAJKH C
caiiToM He 3a0yap HaXkaTh HAa «BBIATH».



Kubepbynnune unu supmyanvroe uzoeeamenbcmeo

KuGepOymnuur — mpecinenoBaHue COOOUICHUSIMU, COAEPXKAIIMMH  OCKOpPOJIeHHUS,

arpecculo, 3alyruBaHue; XYJIUTaHCTBO; COIMAIEHOE OOWKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KHOEPOYIITMHTOM:

1.

He Opocaiics B 60i. JIydmuii crioco6: mocoBETOBATHCS Kak ce0si BECTH M €CITU HET
TOTO, K KOMYy MOXHO OOpaTUTHCS, TO BHAuaje YCIOKOUThCA. Ecnu Thl HayHeIb
OTBEeYaTh OCKOPOJEHUSIMU HA OCKOPOJIEHMS, TO TOJBKO elle OOJbIIe Pa30iOKelb
KOH(JIUKT;

VYnpasnsii cBoeit Kubeppenyranuei;

AHOHUMHOCTh B ceTH MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

He ctout Bectn Xynuranckuii oOpa3 BUPTyaidbHOU >ku3HH. HTEpHET Qukcupyer
BCE TBOU JICUCTBUS U COXPAHAET UX. Y JAIUTh UX OyAeT KpailHe 3aTpyAHUTENbHO;
Cobntonait cBOM BUPTYaJbHYIO YECTh CMOJIOY;

Urnopupyit eauHuusbiii HeratuB. OIHOPAa30BblE OCKOPOUTEIbHBIE COOOILIECHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs: Ha Ha4yalbHOW CTaJANH;

ban arpeccopa. B nmnporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUAMH, B
COIMAJILHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUH C
ONpPEIETICHHBIX A/IPECOB;

Eciu Te1 cBugerens kubOepOysuunra. TBou JeHCTBUA: BBICTYNHUTH MPOTHB
MpecienoBarelis, MOoKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh JKEPTBY, KOTOPOH HY)KHA TICUXOJOTHYECKash IOMOIIb, COOOIIUTH
B3POCJIBIM O (DaKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MobunvHolii meneghon

CoBpemenHble cMapTPOHBI W IUIAHIIETHI cojaepKaT B cebe BIIOJHE B3pPOCIHbIN

(bYHKHI/IOHaJ'I, U TCICPb OHHU MOTYT KOHKYPHPOBATH CO CTAllMOHAPHBIMHU KOMIIBIOTCpAMHU.

OnHako cpeACTB 3aIIUTHI ISl TOJIOOHBIX YCTPOUCTB MOKA OYE€Hb Majio. TeCTUPOBAaHUE U MTOUCK

YSA3BUMOCTEM B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1 [IK, To ke camoe kacaerca u

MOOUITBHBIX TTPHUIIOKEHHI.

COBpCMCHHBIe MOOMIIbLHBIE 6paysepLI YK€ NPAKTHYCCKU JOTHAJIIN HACTOJIbHBIC aHAJIOTH,

OJTHAKO pacuiMpeHre (QyHKIIMOHANIA BIIEYET 3a CO00i OOJBIIYI0 CIOKHOCTh W MEHBIIYIO

3aIUIIEHHOCTD.



Jlaneko He BCce MPOU3BOIUTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKUE
YSA3BUMOCTH JJIS1 CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI /I 0€30MacCHOCTH MOOUIILHOTO TeedoHa:

1. Hwuuero He sBisieTcs MO-HACTOSIIEMY OeCIUIaTHBIM. Byab OCTOpOKEH, Belbh Koraa
TeOe TpemIaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIC YCIIYTH;

2. Jlymaii, mpexxae yeM otnpaBuTh SMS, ¢hoTo nuinu Bugeo. Thl TOUHO 3HACIIH, T/I€ OHU
OyayT B KOHEYHOM HTOTE?

3. HeoOxoammo 0OHOBISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

4. Hcnonw3yil aHTUBUPYCHBIE TPOTPaMMBI /11T MOOUJILHBIX Telle(pOHOB;

5. He 3arpyxaii mOpUIOXKEHHUS OT HEU3BECTHOTO MCTOYHUKA, BE€Ab OHHU MOTYT
coJlep>KaTh BPEJOHOCHOE MPOTPaMMHOE 00eCTICUeHNUE;

6. Tlocie Toro Kak ThI BHIMAEIIL C CaiiTa, IJi€ BBOIWI JIHUYHYIO HHPOPMAIIHIO, 321 B
HACTPOMKHU Opay3epa u yaanu cookies;

7. Ilepuonuueckd MpOBEpsid, KAaKWE IUIATHBIE YCIYTd AKTUBUPOBAHbl Ha TBOEM
HOMEpE;

8. JlaBaii cBOil HOMEp MOOMIBLHOTO Telne(oHa TOIBKO JIFOISM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa ThI UM He TOJb3yenibesa. He 3a0biBaii
WHOT /12 IPOBEPSTH ITO.

Online uepul

CoBpeMeHHbIE OHJIAWH-UTPbl — 3TO KpPAacOYHbIE, 3aXBaThIBAIOIIME pa3BICUYECHMUS,
00BEIMHSIONINE COTHU THICAY YENIOBEK 10 BceMy MuUpy. Mrpoku uccienyroT naHHbId UM MU,
0011at0TCs JPYT € APYTrOM, BBIIOJIHSIOT 3aaHMsl, CPAYKAIOTCSI C MOHCTPAaMU U IOJIYYaroT OIBIT.
3a yJI0BOJIBCTBHE OHU IIATST: MOKYHNAKOT JUCK, OIUIAYMBAIOT AOOHEMEHT WM MPHOOpPETaoT
KAKHE-TO OIILIHH.

Bce atn cpeactBa uayr Ha moaiep)KaHUE M pa3sBUTHUE WIPHI, a TAKXKE HAa caMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBbl aBTOPH3ALMM, BBIIYCKAIOTCS HOBbIE IATUH
(un¢poBbIe 3amIaTKU AJIS1 IPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI{O6HBIX urpax CTouT o1macaTrbCd HEC CTOJIbBKO CBOUX COIICPHHUKOB, CKOJBKO KpaXu
TBOCTO IIapoJIsd, HAa KOTOPOM OCHOBAaHA4 CUCTCMA aBTOPU3aAlIUHU OOJILIIMHCTBA urp.

OcHOBHBIE COBETHI 110 O€30MMaCHOCTH TBOETO UTPOBOT0 aKKayHTa:
1. Ecnou ppyroit urpox BeneT cels IJIOXO WM CO3JaeT Te0e HEeNmpHUsITHOCTH,
3a0JI0KUPYH €ro B CHUCKE UTPOKOB;



N AW

[Toxkamylicss aaMUHHUCTpATOpaM HWIPbl HA IUIOXO€ NOBEICHUE 3TOrT0 MIPOKA,
JKEJIaTeJIbHO MPHUIIOKHUTH KAKHE-TO JI0KA3aTENbCTBA B BUJIE CKPUHOB;

He yka3piBait muunyto uHbopmaImio B mpodaiiie urpsi;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeounaabHbIe TATYH U MOJIBI;

Hcnone3yii cnoxHbIE U pa3HbIE TAPOJIH;

Jlaxe BO BpeMsl UIpbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. Iloka Thl urpaems, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaosica Tudrnsvlx OAHHBIX

OObBIUHOM Kpaxceﬁ ACHCT W OOKYMCHTOB CCTOOHA YKC HHUKOIO HC YyAUWBUIIb, HO C

pasBUTUCM I/IHTepHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKN TMCPEMCCTUIINCh B I/IHTCpHCT, u

IpoaO0JIKA0T 3aHUMATBCS «JTFOOMMBIM» ACJIIOM.

Tak nmosiBUIach HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUJIA (1)I/IIHI/IH1", TJIaBHasd LOCJIb

KOTOPOTO COCTOUT B IMOJTYYCHUH KOH(I)I/II[CHHI/IaJ'ILHBIX JaHHBbIX MOJb30BaTeNICH — JOTMHOB U

naposieii. Ha anrnmiickom s3pike phishing untaercs xak ¢gumuar (ot fishing — perOHas moBs,

password — mapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUIIUHTOM:

1.

Cnenn 3a cBoMM akkayHTOM. Ecim ThI momo3peBaemib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHpOBAaTh €€ W COOOUIMTH aJMUHHCTPAaTOpam
pecypca 00 3TOM Kak MO>KHO CKOpee;

Hcnonw3yit Oe3onacHble BeO-CaliTl, B TOM YHCJIE€ HMHTEPHET-MAara3uHoB U
MIOUCKOBBIX CHCTEM;

Hcnone3yii cnokHble M pa3Hble Mapoiau. Takum o0pa3om, eciiu Tedsi B3IOMAIOT, TO
37IOYMBIIUIEHHUKH TOJIy4aT JOCTYI TOJIBKO K OAHOMY TBOEMY MPOQUIIO B CETH, a
HE KO BCEM;

Ecnmu T1eOs B3momManu, TO HEOOXOOUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 0OaBIEHBI y T€0s B APY3bAX, O TOM, YTO Te€Os B3JIOMAJIU U, BO3SMOXKHO, OT
TBOETO MMEHU OyJeT pacChlIaThCsl CllaM M CCHIIKH Ha (DUITMHTOBBIE CATHI;
YcranoBu HanexHbd napons (PIN) Ha MoOuIbHBIN TenedoH;

OTkIII04YM cOXpaHEHue mapoJis B Opaysepe;

He oTkpbiBaif Qaiiinbl U Apyrue BIOXKEHUS B MUChMAX Ja)XKe €CIH OHH MPHUILIA OT
TBOUX Jpy3eil. Jlydle yTouHH y HUX, OTHPABIISUIM JIX OHU TeOe 3TH (aiiibl.

Lugpposas penymayusa



udposas pemyranust — 3T0 HETaTUBHAS WU MMO3WTUBHAS WH(OpMAILUs B CETH O Tebe.
Komnpomertupyromas nadopmanus, pazmeniennas B UHTepHeTe, MOKET Cephe3HBIM 00pa3oM
OTpa3UThCS HA TBOEH peanbHOM ku3HH. «[[udpoBas pemyranus» — 370 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 uapopmanuu o Tede B IHTepHere.

TBoe MeCTO KHUTENbCTBA, Y4eOBbl, TBOE (PHUHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue moApoCTKU JIETKOMBICIEHHO OTHOCSITCS K MMyOJIMKAIIUU JTHYHON WH(OpMAIIH B
WNuTepHeTe, He MOHUMAs BO3MOXHBIX MOCJIEICTBAN. ThI Tayke HE CMOXKEIIb TOTAAThCS O TOM,
4yTro Qororpadus, pa3MelieHHas S5 JeT Hazall, cTaja NMPUYMHOW OTKaza MPHHATH TeOsS Ha
pabory.

Kommenrapun, pasmemnienne TBoux ¢Gotorpaduii M Apyrue JAEUCTBUS MOTYT HeE
UCYE3HYTh JaXke€ IOCJIe TOro, Kak Thl MX yJalnuilb. Thl HE 3Haellb, KTO COXPaHUI 3Ty
uH(OpMaIMio, Iomnajia J1 OHa B IOMCKOBBIE CUCTEMbl U COXPAaHUIJIACh JIM OHA, a INIaBHOE: YTO
MOyMAalOT 0 TeOe OKpYy’Karolee 0N, KOTOPbIe HAWAYT M YBUAAT 3T0. Halitn nndopmaruio
MHOTO JIET CITyCTS CMOXET JI000M — Kak M3 IOOpBIX MOOYXKICHWH, TaK U C HaMEpPEHHEM
HOPUYUHUTB Bpel. ITO MOKET ObITh KTO YI'OJHO.

OCHOBHBIE COBETHI IO 3alIUTE MU(PPOBOI permyTaIyn:

1. Tlomymaii, mpexae 4em 4TO-TO MyONMKOBATH M TepeaBarh y ceOs B Ojore uiu B
COILIMAJILHOM CETH,

2. B nHactpoiikax npoduiis yCTaHOBU OTpaHUYEHHUS Ha MPOCMOTP TBOETO MpOoduis u
€ro COJIEPKUMOTO0, CIEIIAald €r0 TOJBKO «IUISl APY3Eh»;

3. He pa3memiaii u He yka3biBail HH(pOpMAITHIO, KOTOPask MOKET KOTO-JTHO0 OCKOPOIIATH
WA OOM>KaTh.

Asmopckoe npago

CoBpemMeHHbIE WIKOJBHUKM — aKTUBHBIE TOJB30BaTEIM LU(POBOTrO MPOCTPAHCTBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMH BO3MOXKHOCTSIMU LIU(PPOBOTO MHUpa
TpeOyeT coOII0IeHU MPaB Ha UHTEIUIEKTYalIbHYI0 COOCTBEHHOCTD.

TepMHUH «WHTEIEKTyaJbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3jIUYHBIM TBOPEHHIM
YeJI0OBEUEeCKOr0 yMa, HayMHas C HOBBIX M300peTeHHd M 3HAKOB, OOO3HAYAOLINX
COOCTBEHHOCTh HAa TPOAYKTHI W YCIYI'H, M 3aKaHYuBas KHUTamu, (oTorpadusmu,
KAHO(QHIEMaMHU M MY3bIKQJIbHBIMHA TTPOU3BEICHUSIMH.



ABTOpCKME TpaBa — O3TO IpaBa Ha MHTEIUICKTYaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKHU, JUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KAU€CTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaIbHBINA/TBOPUECKHUM TPy aBTOpa HE OyJeT HApacHBIM, AacT
€My CIpaBe/UIMBbIe BO3MOXKHOCTH 3apaloTaThb Ha pe3yjbTaTaXx CBOEro TPyJa, MOJYyYUTh
M3BECTHOCTh U mpu3HaHue. Hukto 0e3 paspelieHusi aBTopa HE MOXKET BOCIPOU3BOAUTH €T0
MPOU3BEICHHE, PACIIPOCTPAHATH, MyOJUYHO AEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJIMYHO HCIOJIHATH, MOKA3bIBATH/UCTIONHATH B AUpPE WM pa3MellaTh B
HNnrepHere.

Hcnonb3oBaHne «OUPATCKOTO» MPOrPaMMHOIO OOECHEYEHHMsS] MOXKET IPUBECTH K
MHOTHM PHUCKaM: OT MOTEPU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOEI'O YCTPOMCTBA,
IJle YyCTaHOBJIGHA HeleranbHas nporpamMMa. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYET
JeTanbHble U OeCTIaTHBIE POTPAMMBI, KOTOPHIE MOKHO HAalWTH B CETH.



NudopmannonHass naMaTKA A5 00y4al0mIUXCs
JJIS pasMelleHus Ha 0(puIuAJIbHbIX HHTEPHET-pecypcax

C KaxxabpIM roJJoM MoJIoZie’)ku B VIHTepHETe CTaHOBUTCS OOJIbIIE, a IKOJIbHUKKM OJJHH U3
caMbIX AaKTHBHBIX MoJb30oBareneil PyHera. Mexay TeMmM, NOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, IHTepHeT HeceT u mpobaemMbl. JTa maMsATKa JOJKHA TTOMOYb Tebe 06e30macHo
HaXOJUTHCS B CETH.

Komnviomepnuie eupycoi

KomnbioTepHblif  BHUpYC — 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX  IPOTpamw,
OTJIUYUTENBHON OCOOEHHOCThIO KOTOPOW SIBJISIETCSI CIMOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOTHEHHE K 3TOMY BHPYCHI MOTYT MOBPEAWNTH WA MOTHOCTHIO YHHUTOXUTH BCE (aliIbl U
JAHHBIE, TOJAKOHTPOJBHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTO ObLIa 3ammylieHa 3apakeHHas
MporpaMma, a TakKe MOBPEIUTh WM JaKe YHHUUTOXXKHUTh ONEpPAlMOHHYIO CUCTEMY CO BCEMHU
daiinamu B enom. B 60bIIMHCTBE ClyyaeB pacnpoCTpaHIIOTCs BUPYCH uepe3 HTepHer.

Mertozp!l 3aIMTBI OT BPEAOHOCHBIX IPOIPAMM:

1. Mcnons3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPLE3HBINA YPOBEHb
3aIUTHI OT BPEIOHOCHBIX NIPOTrpamM;

2. TlocrossHHO ycTaHaBiMBail matuu (UGPPOBBIEC 3aIUIATKH, KOTOPhIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKM MPOTpPaMMBbl) M APyrue OOHOBJICHHUS CBOEH
ornepanMoHHOM cuctembl. CkauMBaili MX TOJBKO € oOduUIUanIbHOrO caiTa
pa3padorunka OC. Ecau cymecTByeT peXuM aBTOMAaTHYECKOI'O OOHOBJIECHHS,
BKJIFOYH €T0;

3. PaOotaii Ha cBOeM KOMIIBIOTEPE MO IIPaBaMH MOJIb30BATENS, @ HE aIMUHUCTPATOpA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCA Ha
TBOEM IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonp3yll aHTUBHPYCHBIE€ NPOTrpaMMHBIE IPOAYKTbl U3BECTHBIX IPOU3BOIAUTEINEH,
C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (pU3HUYECKUI TOCTYI K KOMIIBIOTEPY Ul IOCTOPOHHMX JIULL;

6. Vcnonb3yil BHEIIHME HOCUTENU MH(OpPMALKHU, Takue Kak (ielka, AUCK WU (ailn
u3 MHTepHeTa, TOIBKO U3 NPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkppIBaii KOMIBIOTEpHBIE (HAIBI, TOTyYEHHBIE U3 HEHAIEKHBIX UCTOYHHUKOB.
Haxe Te Qaiinpl, KOTOpble MpHUCIaT TBOW 3HAKOMBIN. Jlydlne yTOYHHM y HEro,
OTIIPABJISAJI JIU OH TeOe uX.



Cemu WI-FI

Wi-Fi — 310 He BuI mepefaun JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH[, Mapka.
Eme B 1991 romy Hunmepmanickas kommnaHusi 3apeructpupoBana Opens «WECA», uyto
obo3Hauano cioBocouetanue «Wireless Fidelity», koTopblil mepeBoanuTCSl Kak «OecrpoBOIHAsS

TOYHOCTB>.

Jlo Hamero BpeMeHHW JolUIa JIpyras aObOpeBHaTypa, KOTOpas SBISICTCS TaKOM iKe
TexHonoruer. Ot1o abOpeBuarypa «Wi-Fi». Takoe Ha3BaHume ObUIO TaHO C HaMEKOM Ha

CTaHAapT BbIcIIMM 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBoie 03HayaeT «BbICOKAs TOUHOCTb.

Jla, OecruiaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adpornopTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BbIXoJa B MHTEepHET. HO MHOTHE SKCIEepThI CYUTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi cetu He aBisA0TCA 0€30IMaCHBIMMU.

Cogersl 110 6€30MacHOCTH Ipu padboTe B o01eA0cTynHbIX ceTssx Wi-Fi:

1. He mepenmaBaii cBoto nuuHyro uH(popMamuio ydepe3 odmenoctynasie Wi-Fi cern.
PaGotast B HUX, XeJaTeNIbHO HE BBOJWUTH MAPOJH JIOCTYIA, JIOTHHBI U KAKHUE-TO
HOMeEpa;

2. Hcnonw3yit 1 0OHOBISI AaHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMay3p. TeM caMbIM ThI
obe3onacunib ceds OT 3aKaUKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢ynkmuo «OO0mmid moctyn K Qaitmam u
npuHTepam». JlaHHas QyHKOUS 3aKpbiTa MO YMOJYAaHHWIO, OJHAKO HEKOTOPBIE
M0JIb30BATEN aKTUBUPYIOT €€ JIIsl y100CTBa UCIIOJIb30BaHUs B paboTe uiu yueoe;

4. He ucnone3yit nyonuunbiii Wi-Fi nns nepenayn TUYHBIX JTaHHBIX, HAIIpUMeEp, IS
BBIXO/Ia B COITUATBHBIC CETH WIIU B JIEKTPOHHYIO TIOUTY;

5. Hcnonb3yit Tonpko 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BebO-aapeca BBOIU UMEHHO «https://»;

6. B MoOwnsHOM Tenedone orkmoun pynkmuio  «[lomkmrouenne x  Wi-Fi
aBTOMaTMyeckn». He pomyckail aBTOMAaTHYECKOTO MOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacusi.

Couuaﬂbele cemu

CouuanbHple CeTH aKTUBHO BXOJST B HAIIY JKW3Hb, MHOTHE JIFOAU PabOTAIOT M KUBYT
TaM NOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUIIUAP]T YETIOBEK, YTO ABJISETCS OJHOM
CeIbMOM BCEX JKUTENEH IIaHeThl. MHOTHE IMOJIb30BATENId HE MOHUMAIOT, YTO HWH(POpPMAIIUS,
pa3MelleHHasi UMU B COLIMAJIbHBIX CETSIX, MOXKET ObITh HailJieHa U UCIO0Ib30BaHA KEM YTOJHO,
B TOM YHCJI€ HE 00s3aTeIBHO ¢ OJaruMu HaMepPEHUSIMHU.



OCHOBHBIE COBETHI IO 0€30IaCHOCTH B COLIMAJIBbHBIX CCTAX!

1.

Orpannyb cnucok apy3ze. Y T1e0s B APY3bSIX HE JOJDKHO OBITh CIy4YyallHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiiail cBor YacTHYI0 *u3Hb. He ykaswiBail mapoiu, TenedoHsl, aapeca, naTy
TBOETO POXKICHUS W JPYryl0 JTUYHYHO WHOOpMANWio. 3JI0YMBINIUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake WH(OPMAIMIO O TOM, KaK Thl U TBOW POJUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBI;

3amumiail cBOI penyTaiuio — JIep:KU ee B YUCTOTE U 3ajaBail cebe BOMpoc: XOTel
Obl Thl, YTOOBI JpYyrue MOJB30BAaTEeIM BUIECIU, YTO Thl 3arpyxaeus? [logymaii,
MPEXJIe YEM YTO-TO OMYOJIUKOBATh, HAITUCATh U 3arpy3UTh;

Ecnu Tbl TOBOpUILB € JHOJbMH, KOTOPBIX HE 3HACIlb, HE UCMOJb3yH CBOE pEajJbHOE
UMS U JPYTYI0 JTUYHYI0 MHGOPMALMIO: MMs, MECTO KHUTEJIbCTBA, MECTO yueObl U
npouee;

N3zberait pazmemienus ¢pororpaduii B IHTEpHETE, T/IE€ THI H300paKEH HA MECTHOCTH,
10 KOTOPO MO>KHO OIPEAEIIUTH TBOE MECTOIOJI0KEHUE;

[Ipu peructpanuu B COUMATIBHOM CETHU HEOOXOAMMO HCIIOJIB30BaTh CIOXKHbBIC
napoJiv, COCTOAMINE U3 OyKB M U U ¢ KOJIWYECTBOM 3HAKOB HE MEHee §;

st conuanbHOM CceTH, MOYTHI U APYTUX CallTOB HEOOXOMMO HCIIOIb30BaTh Pa3HbIE
napoiu. Torna eciau Te6st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3zy.

Onexmponnsvie Oenveu

SHeKTPOHHBIC JCHBI'M — 3TO OYCHb y,HO6HBIﬁ cI1oco0 HHaTe)Keﬁ, OJHAaKO CYHICCTBYIOT

MOIICHHWUKH, KOTOPBIC XOTAT MOJYIUTDb 9TU ACHBI'U.

9J'IeKTp0HHI)Ie JCHBI'M ITOABUIIMCH COBCCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO MHOT'HX

rocyaapCTBax 40 CUX IIOP HC IPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccum ke oHM (PyHKIMOHHMPYIOT M O HHX YK€ MPOMUCAHO B 3aKOHE, TIe HX

pasaciiAr0OT Ha HCECKOJIbBKO BHJIOB — AHOHHUMHBIC W HC AHOHHMHBIC. Pa3nuna B TOM, YTO

AHOHUMHBIC — 3TO TC, B KOTOPLIX pPaA3pCHIACTCA IIPOBOJUTL OIICpallun 0e3 I/IIIGHTI/I(l)I/IKaHI/II/I

II0JIb30BAaTCIIsA, @ B HC aHOHUMHBIX I/II[eHTI/I(i)I/IKaHI/II/I [10JI630BaTENIS SBJISETCS 0053aTEIHLHOM.

Taxxe CICAYCT pa3jindaThb 3JICKTPOHHBLIC (bHaTHBIe JCHBI' (paBHI)I rocyaapCTBCHHbBIM

BaJ'IIOTaM) " 3JICKTPOHHBLIC He(l)I/IaTHBIe JCHbBI'H (He PaBHBI IT'OCYAapCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI IO O€30MacHO padoTe ¢ AMEKTPOHHBIMU JEHbIaMH:



1. IpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIA M OBICTPBIN CIIOCOO
BOCCTAaHOBHUTH JOCTYN K cuery. [IpuBsizanHbIii TenedoH MOMOXKET, eciau 3a0yaenb
CBOM IJIATEKHBIA MApOJIb WIH 3alJE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHopa3oBeie maposid. [locie mepexona Ha yCHJIEHHYIO aBTOPHU3AIUIO
TeOe yxe He OyJeT yrpokarb ONacHOCTh KpPaXXH WJIHM IepexBaTa ILIATEKHOTO
apos;

3. BeiObepu cnoxsblii maposb. [IpecTymHukam OyaeT HE MPOCTO yrajaarh CIOXKHBIN
napoJyib. HajexxHble nmaposiau — 3To napoJiv, KOTOphIE COAEpKaT HE MEHee 8 3HAKOB U
BKJTFOYAIOT B Ce0sl CTPOUYHBIC U MPOMHKCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB,
TakKhe KakK 3HaK Joiuiapa, (yHTa, BOCKIWIATENBHBIN 3HaK W T.n. Hampuwmep,
$tROng!;;

4. He BBOJM CBOM JIMYHBIE JaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.

aﬂekmpOHHa}Z nouma

DJIEKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U NPEAOCTABIISIEMBIE €10 YCIYTH 0 TEPECHUIKE
U TIOJIYYCHHIO DJICKTPOHHBIX COOOIICHHH, KOTOPBIE PACIPENEISIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM ~ TIOYTOBBIA  SIIMK ~ BBIDJSIAUT — CICAYIOIIMM  0Opazom:
MMsI_I0JIb30BaTeNsI @uMsI_JIoMeHa. Takke KpoMme Mepenadyd IPOCTOr0 TEKCTa, HMEETCs
BO3MOXHOCTD TepeIaBaTh (ailsibl.

OCHOBHBIE COBETHI IO O€30IMMACHON pabOTe ¢ ANEKTPOHHOU IMOYTOM:

1. Hago BeIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTepHETE €CTh OTrpOMHBIM
BbIOOp OecIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIy4ylle JOBEPSATH TEM, KOIO
3HaelIb U KTO IEPBBIM B PEUTHHTE;

2. He yka3pIBaii B TMYHOM mouTe JIMYHYIO HHGopMmanmoo. Hanpumep, mydmie BeIOpaTh
«MY3BIKaTbHBIN_(paHaT@» unu «pok2013» BMecTo «TteMal3»;

3. Hcnonp3yil ABYX3TAallHYH0 aBTOPU3ALMIO. OJTO KOrJa NOMUMO MapoJisi HYKHO
BBOJIUTH KOJI, TPUCHLIaeMblii 1o SMS;

4. BpiOepu CIOXHBIN mapoib. [ KaXXIOTO MOYTOBOTO SIIUKA JOKEH OBITH CBOU
HAJICKHBII, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecim ecTp BO3MOXHOCTh HallMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH ATy
BO3MOJKHOCTB;

6. Hcnonp3yil HECKONBKO MOYTOBBIX SAIIUMKOB. [lepBbIil AJi1 4acTHON NEPENHUCKH C
ajgpecatamMy, KOTOPbIM Tbl JOBEpsi€lIb. OJTO DSJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MIPU PETrUCTpaliui Ha GopyMax U calTax;

7. He otkpbiBail ¢aiibl U Apyrue BIOKEHHS B MUChMaX JaKe€ €CIU OHM MPHUIILIH OT
TBOMX Jpy3eil. Jlydiie yrouHu y HUX, OTIPABIISIIN JTU OHU TeOe 3T (ailbl;

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE Mepe]] 3aKPhITHEM BKJIAJKH C
caiiToM He 3a0yap HaXkaTh HAa «BBIATH».



Kubepbynnune unu supmyanvroe uzoeeamenbcmeo

KuGepOymnuur — mpecinenoBaHue COOOUICHUSIMU, COAEPXKAIIMMH  OCKOpPOJIeHHUS,

arpecculo, 3alyruBaHue; XYJIUTaHCTBO; COIMAIEHOE OOWKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KHOEPOYIITMHTOM:

1.

He Opocaiics B 60i. JIydmuii crioco6: mocoBETOBATHCS Kak ce0si BECTH M €CITU HET
TOTO, K KOMYy MOXHO OOpaTUTHCS, TO BHAuaje YCIOKOUThCA. Ecnu Thl HayHeIb
OTBEeYaTh OCKOPOJEHUSIMU HA OCKOPOJIEHMS, TO TOJBKO elle OOJbIIe Pa30iOKelb
KOH(JIUKT;

VYnpasnsii cBoeit Kubeppenyranuei;

AHOHUMHOCTh B ceTH MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

He ctout Bectn Xynuranckuii oOpa3 BUPTyaidbHOU >ku3HH. HTEpHET Qukcupyer
BCE TBOU JICUCTBUS U COXPAHAET UX. Y JAIUTh UX OyAeT KpailHe 3aTpyAHUTENbHO;
Cobntonait cBOM BUPTYaJbHYIO YECTh CMOJIOY;

Urnopupyit eauHuusbiii HeratuB. OIHOPAa30BblE OCKOPOUTEIbHBIE COOOILIECHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs: Ha Ha4yalbHOW CTaJANH;

ban arpeccopa. B nmnporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUAMH, B
COIMAJILHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUH C
ONpPEIETICHHBIX A/IPECOB;

Eciu Te1 cBugerens kubOepOysuunra. TBou JeHCTBUA: BBICTYNHUTH MPOTHB
MpecienoBarelis, MOoKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh JKEPTBY, KOTOPOH HY)KHA TICUXOJOTHYECKash IOMOIIb, COOOIIUTH
B3POCJIBIM O (DaKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MobunvHolii meneghon

CoBpemenHble cMapTPOHBI W IUIAHIIETHI cojaepKaT B cebe BIIOJHE B3pPOCIHbIN

(bYHKHI/IOHaJ'I, U TCICPb OHHU MOTYT KOHKYPHPOBATH CO CTAllMOHAPHBIMHU KOMIIBIOTCpAMHU.

OnHako cpeACTB 3aIIUTHI ISl TOJIOOHBIX YCTPOUCTB MOKA OYE€Hb Majio. TeCTUPOBAaHUE U MTOUCK

YSA3BUMOCTEM B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1 [IK, To ke camoe kacaerca u

MOOUITBHBIX TTPHUIIOKEHHI.

COBpCMCHHBIe MOOMIIbLHBIE 6paysepLI YK€ NPAKTHYCCKU JOTHAJIIN HACTOJIbHBIC aHAJIOTH,

OJTHAKO pacuiMpeHre (QyHKIIMOHANIA BIIEYET 3a CO00i OOJBIIYI0 CIOKHOCTh W MEHBIIYIO

3aIUIIEHHOCTD.



Jlaneko He BCce MPOU3BOIUTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKUE
YSA3BUMOCTH JJIS1 CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI /I 0€30MacCHOCTH MOOUIILHOTO TeedoHa:

1. Hwuuero He sBisieTcs MO-HACTOSIIEMY OeCIUIaTHBIM. Byab OCTOpOKEH, Belbh Koraa
TeOe TpemIaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIC YCIIYTH;

2. Jlymaii, mpexxae yeM otnpaBuTh SMS, ¢hoTo nuinu Bugeo. Thl TOUHO 3HACIIH, T/I€ OHU
OyayT B KOHEYHOM HTOTE?

3. HeoOxoammo 0OHOBISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

4. Hcnonw3yil aHTUBUPYCHBIE TPOTPaMMBI /11T MOOUJILHBIX Telle(pOHOB;

5. He 3arpyxaii mOpUIOXKEHHUS OT HEU3BECTHOTO MCTOYHUKA, BE€Ab OHHU MOTYT
coJlep>KaTh BPEJOHOCHOE MPOTPaMMHOE 00eCTICUeHNUE;

6. Tlocie Toro Kak ThI BHIMAEIIL C CaiiTa, IJi€ BBOIWI JIHUYHYIO HHPOPMAIIHIO, 321 B
HACTPOMKHU Opay3epa u yaanu cookies;

7. Ilepuonuueckd MpOBEpsid, KAaKWE IUIATHBIE YCIYTd AKTUBUPOBAHbl Ha TBOEM
HOMEpE;

8. JlaBaii cBOil HOMEp MOOMIBLHOTO Telne(oHa TOIBKO JIFOISM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa ThI UM He TOJb3yenibesa. He 3a0biBaii
WHOT /12 IPOBEPSTH ITO.

Online uepul

CoBpeMeHHbIE OHJIAWH-UTPbl — 3TO KpPAacOYHbIE, 3aXBaThIBAIOIIME pa3BICUYECHMUS,
00BEIMHSIONINE COTHU THICAY YENIOBEK 10 BceMy MuUpy. Mrpoku uccienyroT naHHbId UM MU,
0011at0TCs JPYT € APYTrOM, BBIIOJIHSIOT 3aaHMsl, CPAYKAIOTCSI C MOHCTPAaMU U IOJIYYaroT OIBIT.
3a yJI0BOJIBCTBHE OHU IIATST: MOKYHNAKOT JUCK, OIUIAYMBAIOT AOOHEMEHT WM MPHOOpPETaoT
KAKHE-TO OIILIHH.

Bce atn cpeactBa uayr Ha moaiep)KaHUE M pa3sBUTHUE WIPHI, a TAKXKE HAa caMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBbl aBTOPH3ALMM, BBIIYCKAIOTCS HOBbIE IATUH
(un¢poBbIe 3amIaTKU AJIS1 IPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI{O6HBIX urpax CTouT o1macaTrbCd HEC CTOJIbBKO CBOUX COIICPHHUKOB, CKOJBKO KpaXu
TBOCTO IIapoJIsd, HAa KOTOPOM OCHOBAaHA4 CUCTCMA aBTOPU3aAlIUHU OOJILIIMHCTBA urp.

OcHOBHBIE COBETHI 110 O€30MMaCHOCTH TBOETO UTPOBOT0 aKKayHTa:
1. Ecnou ppyroit urpox BeneT cels IJIOXO WM CO3JaeT Te0e HEeNmpHUsITHOCTH,
3a0JI0KUPYH €ro B CHUCKE UTPOKOB;



N AW

[Toxkamylicss aaMUHHUCTpATOpaM HWIPbl HA IUIOXO€ NOBEICHUE 3TOrT0 MIPOKA,
JKEJIaTeJIbHO MPHUIIOKHUTH KAKHE-TO JI0KA3aTENbCTBA B BUJIE CKPUHOB;

He yka3piBait muunyto uHbopmaImio B mpodaiiie urpsi;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeounaabHbIe TATYH U MOJIBI;

Hcnone3yii cnoxHbIE U pa3HbIE TAPOJIH;

Jlaxe BO BpeMsl UIpbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. Iloka Thl urpaems, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaosica Tudrnsvlx OAHHBIX

OObBIUHOM Kpaxceﬁ ACHCT W OOKYMCHTOB CCTOOHA YKC HHUKOIO HC YyAUWBUIIb, HO C

pasBUTUCM I/IHTepHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKN TMCPEMCCTUIINCh B I/IHTCpHCT, u

IpoaO0JIKA0T 3aHUMATBCS «JTFOOMMBIM» ACJIIOM.

Tak nmosiBUIach HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUJIA (1)I/IIHI/IH1", TJIaBHasd LOCJIb

KOTOPOTO COCTOUT B IMOJTYYCHUH KOH(I)I/II[CHHI/IaJ'ILHBIX JaHHBbIX MOJb30BaTeNICH — JOTMHOB U

naposieii. Ha anrnmiickom s3pike phishing untaercs xak ¢gumuar (ot fishing — perOHas moBs,

password — mapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUIIUHTOM:

1.

Cnenn 3a cBoMM akkayHTOM. Ecim ThI momo3peBaemib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHpOBAaTh €€ W COOOUIMTH aJMUHHCTPAaTOpam
pecypca 00 3TOM Kak MO>KHO CKOpee;

Hcnonw3yit Oe3onacHble BeO-CaliTl, B TOM YHCJIE€ HMHTEPHET-MAara3uHoB U
MIOUCKOBBIX CHCTEM;

Hcnone3yii cnokHble M pa3Hble Mapoiau. Takum o0pa3om, eciiu Tedsi B3IOMAIOT, TO
37IOYMBIIUIEHHUKH TOJIy4aT JOCTYI TOJIBKO K OAHOMY TBOEMY MPOQUIIO B CETH, a
HE KO BCEM;

Ecnmu T1eOs B3momManu, TO HEOOXOOUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 0OaBIEHBI y T€0s B APY3bAX, O TOM, YTO Te€Os B3JIOMAJIU U, BO3SMOXKHO, OT
TBOETO MMEHU OyJeT pacChlIaThCsl CllaM M CCHIIKH Ha (DUITMHTOBBIE CATHI;
YcranoBu HanexHbd napons (PIN) Ha MoOuIbHBIN TenedoH;

OTkIII04YM cOXpaHEHue mapoJis B Opaysepe;

He oTkpbiBaif Qaiiinbl U Apyrue BIOXKEHUS B MUChMAX Ja)XKe €CIH OHH MPHUILIA OT
TBOUX Jpy3eil. Jlydle yTouHH y HUX, OTHPABIISUIM JIX OHU TeOe 3TH (aiiibl.

Lugpposas penymayusa



udposas pemyranust — 3T0 HETaTUBHAS WU MMO3WTUBHAS WH(OpMAILUs B CETH O Tebe.
Komnpomertupyromas nadopmanus, pazmeniennas B UHTepHeTe, MOKET Cephe3HBIM 00pa3oM
OTpa3UThCS HA TBOEH peanbHOM ku3HH. «[[udpoBas pemyranus» — 370 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 uapopmanuu o Tede B IHTepHere.

TBoe MeCTO KHUTENbCTBA, Y4eOBbl, TBOE (PHUHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue moApoCTKU JIETKOMBICIEHHO OTHOCSITCS K MMyOJIMKAIIUU JTHYHON WH(OpMAIIH B
WNuTepHeTe, He MOHUMAs BO3MOXHBIX MOCJIEICTBAN. ThI Tayke HE CMOXKEIIb TOTAAThCS O TOM,
4yTro Qororpadus, pa3MelieHHas S5 JeT Hazall, cTaja NMPUYMHOW OTKaza MPHHATH TeOsS Ha
pabory.

Kommenrapun, pasmemnienne TBoux ¢Gotorpaduii M Apyrue JAEUCTBUS MOTYT HeE
UCYE3HYTh JaXke€ IOCJIe TOro, Kak Thl MX yJalnuilb. Thl HE 3Haellb, KTO COXPaHUI 3Ty
uH(OpMaIMio, Iomnajia J1 OHa B IOMCKOBBIE CUCTEMbl U COXPAaHUIJIACh JIM OHA, a INIaBHOE: YTO
MOyMAalOT 0 TeOe OKpYy’Karolee 0N, KOTOPbIe HAWAYT M YBUAAT 3T0. Halitn nndopmaruio
MHOTO JIET CITyCTS CMOXET JI000M — Kak M3 IOOpBIX MOOYXKICHWH, TaK U C HaMEpPEHHEM
HOPUYUHUTB Bpel. ITO MOKET ObITh KTO YI'OJHO.

OCHOBHBIE COBETHI IO 3alIUTE MU(PPOBOI permyTaIyn:

1. Tlomymaii, mpexae 4em 4TO-TO MyONMKOBATH M TepeaBarh y ceOs B Ojore uiu B
COILIMAJILHOM CETH,

2. B nHactpoiikax npoduiis yCTaHOBU OTpaHUYEHHUS Ha MPOCMOTP TBOETO MpOoduis u
€ro COJIEPKUMOTO0, CIEIIAald €r0 TOJBKO «IUISl APY3Eh»;

3. He pa3memiaii u He yka3biBail HH(pOpMAITHIO, KOTOPask MOKET KOTO-JTHO0 OCKOPOIIATH
WA OOM>KaTh.

Asmopckoe npago

CoBpemMeHHbIE WIKOJBHUKM — aKTUBHBIE TOJB30BaTEIM LU(POBOTrO MPOCTPAHCTBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMH BO3MOXKHOCTSIMU LIU(PPOBOTO MHUpa
TpeOyeT coOII0IeHU MPaB Ha UHTEIUIEKTYalIbHYI0 COOCTBEHHOCTD.

TepMHUH «WHTEIEKTyaJbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3jIUYHBIM TBOPEHHIM
YeJI0OBEUEeCKOr0 yMa, HayMHas C HOBBIX M300peTeHHd M 3HAKOB, OOO3HAYAOLINX
COOCTBEHHOCTh HAa TPOAYKTHI W YCIYI'H, M 3aKaHYuBas KHUTamu, (oTorpadusmu,
KAHO(QHIEMaMHU M MY3bIKQJIbHBIMHA TTPOU3BEICHUSIMH.



ABTOpCKME TpaBa — O3TO IpaBa Ha MHTEIUICKTYaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKHU, JUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KAU€CTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaIbHBINA/TBOPUECKHUM TPy aBTOpa HE OyJeT HApacHBIM, AacT
€My CIpaBe/UIMBbIe BO3MOXKHOCTH 3apaloTaThb Ha pe3yjbTaTaXx CBOEro TPyJa, MOJYyYUTh
M3BECTHOCTh U mpu3HaHue. Hukto 0e3 paspelieHusi aBTopa HE MOXKET BOCIPOU3BOAUTH €T0
MPOU3BEICHHE, PACIIPOCTPAHATH, MyOJUYHO AEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJIMYHO HCIOJIHATH, MOKA3bIBATH/UCTIONHATH B AUpPE WM pa3MellaTh B
HNnrepHere.

Hcnonb3oBaHne «OUPATCKOTO» MPOrPaMMHOIO OOECHEYEHHMsS] MOXKET IPUBECTH K
MHOTHM PHUCKaM: OT MOTEPU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOEI'O YCTPOMCTBA,
IJle YyCTaHOBJIGHA HeleranbHas nporpamMMa. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYET
JeTanbHble U OeCTIaTHBIE POTPAMMBI, KOTOPHIE MOKHO HAalWTH B CETH.



NudopmannonHass naMaTKA A5 00y4al0mIUXCs
JJIS pasMelleHus Ha 0(puIuAJIbHbIX HHTEPHET-pecypcax

C KaxxabpIM roJJoM MoJIoZie’)ku B VIHTepHETe CTaHOBUTCS OOJIbIIE, a IKOJIbHUKKM OJJHH U3
caMbIX AaKTHBHBIX MoJb30oBareneil PyHera. Mexay TeMmM, NOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, IHTepHeT HeceT u mpobaemMbl. JTa maMsATKa JOJKHA TTOMOYb Tebe 06e30macHo
HaXOJUTHCS B CETH.

Komnviomepnuie eupycoi

KomnbioTepHblif  BHUpYC — 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX  IPOTpamw,
OTJIUYUTENBHON OCOOEHHOCThIO KOTOPOW SIBJISIETCSI CIMOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOTHEHHE K 3TOMY BHPYCHI MOTYT MOBPEAWNTH WA MOTHOCTHIO YHHUTOXUTH BCE (aliIbl U
JAHHBIE, TOJAKOHTPOJBHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTO ObLIa 3ammylieHa 3apakeHHas
MporpaMma, a TakKe MOBPEIUTh WM JaKe YHHUUTOXXKHUTh ONEpPAlMOHHYIO CUCTEMY CO BCEMHU
daiinamu B enom. B 60bIIMHCTBE ClyyaeB pacnpoCTpaHIIOTCs BUPYCH uepe3 HTepHer.

Mertozp!l 3aIMTBI OT BPEAOHOCHBIX IPOIPAMM:

1. Mcnons3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPLE3HBINA YPOBEHb
3aIUTHI OT BPEIOHOCHBIX NIPOTrpamM;

2. TlocrossHHO ycTaHaBiMBail matuu (UGPPOBBIEC 3aIUIATKH, KOTOPhIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKM MPOTpPaMMBbl) M APyrue OOHOBJICHHUS CBOEH
ornepanMoHHOM cuctembl. CkauMBaili MX TOJBKO € oOduUIUanIbHOrO caiTa
pa3padorunka OC. Ecau cymecTByeT peXuM aBTOMAaTHYECKOI'O OOHOBJIECHHS,
BKJIFOYH €T0;

3. PaOotaii Ha cBOeM KOMIIBIOTEPE MO IIPaBaMH MOJIb30BATENS, @ HE aIMUHUCTPATOpA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCA Ha
TBOEM IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonp3yll aHTUBHPYCHBIE€ NPOTrpaMMHBIE IPOAYKTbl U3BECTHBIX IPOU3BOIAUTEINEH,
C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (pU3HUYECKUI TOCTYI K KOMIIBIOTEPY Ul IOCTOPOHHMX JIULL;

6. Vcnonb3yil BHEIIHME HOCUTENU MH(OpPMALKHU, Takue Kak (ielka, AUCK WU (ailn
u3 MHTepHeTa, TOIBKO U3 NPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkppIBaii KOMIBIOTEpHBIE (HAIBI, TOTyYEHHBIE U3 HEHAIEKHBIX UCTOYHHUKOB.
Haxe Te Qaiinpl, KOTOpble MpHUCIaT TBOW 3HAKOMBIN. Jlydlne yTOYHHM y HEro,
OTIIPABJISAJI JIU OH TeOe uX.



Cemu WI-FI

Wi-Fi — 310 He BuI mepefaun JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH[, Mapka.
Eme B 1991 romy Hunmepmanickas kommnaHusi 3apeructpupoBana Opens «WECA», uyto
obo3Hauano cioBocouetanue «Wireless Fidelity», koTopblil mepeBoanuTCSl Kak «OecrpoBOIHAsS

TOYHOCTB>.

Jlo Hamero BpeMeHHW JolUIa JIpyras aObOpeBHaTypa, KOTOpas SBISICTCS TaKOM iKe
TexHonoruer. Ot1o abOpeBuarypa «Wi-Fi». Takoe Ha3BaHume ObUIO TaHO C HaMEKOM Ha

CTaHAapT BbIcIIMM 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBoie 03HayaeT «BbICOKAs TOUHOCTb.

Jla, OecruiaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adpornopTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BbIXoJa B MHTEepHET. HO MHOTHE SKCIEepThI CYUTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi cetu He aBisA0TCA 0€30IMaCHBIMMU.

Cogersl 110 6€30MacHOCTH Ipu padboTe B o01eA0cTynHbIX ceTssx Wi-Fi:

1. He mepenmaBaii cBoto nuuHyro uH(popMamuio ydepe3 odmenoctynasie Wi-Fi cern.
PaGotast B HUX, XeJaTeNIbHO HE BBOJWUTH MAPOJH JIOCTYIA, JIOTHHBI U KAKHUE-TO
HOMeEpa;

2. Hcnonw3yit 1 0OHOBISI AaHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMay3p. TeM caMbIM ThI
obe3onacunib ceds OT 3aKaUKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢ynkmuo «OO0mmid moctyn K Qaitmam u
npuHTepam». JlaHHas QyHKOUS 3aKpbiTa MO YMOJYAaHHWIO, OJHAKO HEKOTOPBIE
M0JIb30BATEN aKTUBUPYIOT €€ JIIsl y100CTBa UCIIOJIb30BaHUs B paboTe uiu yueoe;

4. He ucnone3yit nyonuunbiii Wi-Fi nns nepenayn TUYHBIX JTaHHBIX, HAIIpUMeEp, IS
BBIXO/Ia B COITUATBHBIC CETH WIIU B JIEKTPOHHYIO TIOUTY;

5. Hcnonb3yit Tonpko 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BebO-aapeca BBOIU UMEHHO «https://»;

6. B MoOwnsHOM Tenedone orkmoun pynkmuio  «[lomkmrouenne x  Wi-Fi
aBTOMaTMyeckn». He pomyckail aBTOMAaTHYECKOTO MOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacusi.

Couuaﬂbele cemu

CouuanbHple CeTH aKTUBHO BXOJST B HAIIY JKW3Hb, MHOTHE JIFOAU PabOTAIOT M KUBYT
TaM NOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUIIUAP]T YETIOBEK, YTO ABJISETCS OJHOM
CeIbMOM BCEX JKUTENEH IIaHeThl. MHOTHE IMOJIb30BATENId HE MOHUMAIOT, YTO HWH(POpPMAIIUS,
pa3MelleHHasi UMU B COLIMAJIbHBIX CETSIX, MOXKET ObITh HailJieHa U UCIO0Ib30BaHA KEM YTOJHO,
B TOM YHCJI€ HE 00s3aTeIBHO ¢ OJaruMu HaMepPEHUSIMHU.



OCHOBHBIE COBETHI IO 0€30IaCHOCTH B COLIMAJIBbHBIX CCTAX!

1.

Orpannyb cnucok apy3ze. Y T1e0s B APY3bSIX HE JOJDKHO OBITh CIy4YyallHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiiail cBor YacTHYI0 *u3Hb. He ykaswiBail mapoiu, TenedoHsl, aapeca, naTy
TBOETO POXKICHUS W JPYryl0 JTUYHYHO WHOOpMANWio. 3JI0YMBINIUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake WH(OPMAIMIO O TOM, KaK Thl U TBOW POJUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBI;

3amumiail cBOI penyTaiuio — JIep:KU ee B YUCTOTE U 3ajaBail cebe BOMpoc: XOTel
Obl Thl, YTOOBI JpYyrue MOJB30BAaTEeIM BUIECIU, YTO Thl 3arpyxaeus? [logymaii,
MPEXJIe YEM YTO-TO OMYOJIUKOBATh, HAITUCATh U 3arpy3UTh;

Ecnu Tbl TOBOpUILB € JHOJbMH, KOTOPBIX HE 3HACIlb, HE UCMOJb3yH CBOE pEajJbHOE
UMS U JPYTYI0 JTUYHYI0 MHGOPMALMIO: MMs, MECTO KHUTEJIbCTBA, MECTO yueObl U
npouee;

N3zberait pazmemienus ¢pororpaduii B IHTEpHETE, T/IE€ THI H300paKEH HA MECTHOCTH,
10 KOTOPO MO>KHO OIPEAEIIUTH TBOE MECTOIOJI0KEHUE;

[Ipu peructpanuu B COUMATIBHOM CETHU HEOOXOAMMO HCIIOJIB30BaTh CIOXKHbBIC
napoJiv, COCTOAMINE U3 OyKB M U U ¢ KOJIWYECTBOM 3HAKOB HE MEHee §;

st conuanbHOM CceTH, MOYTHI U APYTUX CallTOB HEOOXOMMO HCIIOIb30BaTh Pa3HbIE
napoiu. Torna eciau Te6st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3zy.

Onexmponnsvie Oenveu

SHeKTPOHHBIC JCHBI'M — 3TO OYCHb y,HO6HBIﬁ cI1oco0 HHaTe)Keﬁ, OJHAaKO CYHICCTBYIOT

MOIICHHWUKH, KOTOPBIC XOTAT MOJYIUTDb 9TU ACHBI'U.

9J'IeKTp0HHI)Ie JCHBI'M ITOABUIIMCH COBCCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO MHOT'HX

rocyaapCTBax 40 CUX IIOP HC IPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccum ke oHM (PyHKIMOHHMPYIOT M O HHX YK€ MPOMUCAHO B 3aKOHE, TIe HX

pasaciiAr0OT Ha HCECKOJIbBKO BHJIOB — AHOHHUMHBIC W HC AHOHHMHBIC. Pa3nuna B TOM, YTO

AHOHUMHBIC — 3TO TC, B KOTOPLIX pPaA3pCHIACTCA IIPOBOJUTL OIICpallun 0e3 I/IIIGHTI/I(l)I/IKaHI/II/I

II0JIb30BAaTCIIsA, @ B HC aHOHUMHBIX I/II[eHTI/I(i)I/IKaHI/II/I [10JI630BaTENIS SBJISETCS 0053aTEIHLHOM.

Taxxe CICAYCT pa3jindaThb 3JICKTPOHHBLIC (bHaTHBIe JCHBI' (paBHI)I rocyaapCTBCHHbBIM

BaJ'IIOTaM) " 3JICKTPOHHBLIC He(l)I/IaTHBIe JCHbBI'H (He PaBHBI IT'OCYAapCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI IO O€30MacHO padoTe ¢ AMEKTPOHHBIMU JEHbIaMH:



1. IpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIA M OBICTPBIN CIIOCOO
BOCCTAaHOBHUTH JOCTYN K cuery. [IpuBsizanHbIii TenedoH MOMOXKET, eciau 3a0yaenb
CBOM IJIATEKHBIA MApOJIb WIH 3alJE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHopa3oBeie maposid. [locie mepexona Ha yCHJIEHHYIO aBTOPHU3AIUIO
TeOe yxe He OyJeT yrpokarb ONacHOCTh KpPaXXH WJIHM IepexBaTa ILIATEKHOTO
apos;

3. BeiObepu cnoxsblii maposb. [IpecTymHukam OyaeT HE MPOCTO yrajaarh CIOXKHBIN
napoJyib. HajexxHble nmaposiau — 3To napoJiv, KOTOphIE COAEpKaT HE MEHee 8 3HAKOB U
BKJTFOYAIOT B Ce0sl CTPOUYHBIC U MPOMHKCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB,
TakKhe KakK 3HaK Joiuiapa, (yHTa, BOCKIWIATENBHBIN 3HaK W T.n. Hampuwmep,
$tROng!;;

4. He BBOJM CBOM JIMYHBIE JaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.

aﬂekmpOHHa}Z nouma

DJIEKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U NPEAOCTABIISIEMBIE €10 YCIYTH 0 TEPECHUIKE
U TIOJIYYCHHIO DJICKTPOHHBIX COOOIICHHH, KOTOPBIE PACIPENEISIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM ~ TIOYTOBBIA  SIIMK ~ BBIDJSIAUT — CICAYIOIIMM  0Opazom:
MMsI_I0JIb30BaTeNsI @uMsI_JIoMeHa. Takke KpoMme Mepenadyd IPOCTOr0 TEKCTa, HMEETCs
BO3MOXHOCTD TepeIaBaTh (ailsibl.

OCHOBHBIE COBETHI IO O€30IMMACHON pabOTe ¢ ANEKTPOHHOU IMOYTOM:

1. Hago BeIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTepHETE €CTh OTrpOMHBIM
BbIOOp OecIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIy4ylle JOBEPSATH TEM, KOIO
3HaelIb U KTO IEPBBIM B PEUTHHTE;

2. He yka3pIBaii B TMYHOM mouTe JIMYHYIO HHGopMmanmoo. Hanpumep, mydmie BeIOpaTh
«MY3BIKaTbHBIN_(paHaT@» unu «pok2013» BMecTo «TteMal3»;

3. Hcnonp3yil ABYX3TAallHYH0 aBTOPU3ALMIO. OJTO KOrJa NOMUMO MapoJisi HYKHO
BBOJIUTH KOJI, TPUCHLIaeMblii 1o SMS;

4. BpiOepu CIOXHBIN mapoib. [ KaXXIOTO MOYTOBOTO SIIUKA JOKEH OBITH CBOU
HAJICKHBII, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecim ecTp BO3MOXHOCTh HallMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH ATy
BO3MOJKHOCTB;

6. Hcnonp3yil HECKONBKO MOYTOBBIX SAIIUMKOB. [lepBbIil AJi1 4acTHON NEPENHUCKH C
ajgpecatamMy, KOTOPbIM Tbl JOBEpsi€lIb. OJTO DSJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MIPU PETrUCTpaliui Ha GopyMax U calTax;

7. He otkpbiBail ¢aiibl U Apyrue BIOKEHHS B MUChMaX JaKe€ €CIU OHM MPHUIILIH OT
TBOMX Jpy3eil. Jlydiie yrouHu y HUX, OTIPABIISIIN JTU OHU TeOe 3T (ailbl;

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE Mepe]] 3aKPhITHEM BKJIAJKH C
caiiToM He 3a0yap HaXkaTh HAa «BBIATH».



Kubepbynnune unu supmyanvroe uzoeeamenbcmeo

KuGepOymnuur — mpecinenoBaHue COOOUICHUSIMU, COAEPXKAIIMMH  OCKOpPOJIeHHUS,

arpecculo, 3alyruBaHue; XYJIUTaHCTBO; COIMAIEHOE OOWKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KHOEPOYIITMHTOM:

1.

He Opocaiics B 60i. JIydmuii crioco6: mocoBETOBATHCS Kak ce0si BECTH M €CITU HET
TOTO, K KOMYy MOXHO OOpaTUTHCS, TO BHAuaje YCIOKOUThCA. Ecnu Thl HayHeIb
OTBEeYaTh OCKOPOJEHUSIMU HA OCKOPOJIEHMS, TO TOJBKO elle OOJbIIe Pa30iOKelb
KOH(JIUKT;

VYnpasnsii cBoeit Kubeppenyranuei;

AHOHUMHOCTh B ceTH MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

He ctout Bectn Xynuranckuii oOpa3 BUPTyaidbHOU >ku3HH. HTEpHET Qukcupyer
BCE TBOU JICUCTBUS U COXPAHAET UX. Y JAIUTh UX OyAeT KpailHe 3aTpyAHUTENbHO;
Cobntonait cBOM BUPTYaJbHYIO YECTh CMOJIOY;

Urnopupyit eauHuusbiii HeratuB. OIHOPAa30BblE OCKOPOUTEIbHBIE COOOILIECHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs: Ha Ha4yalbHOW CTaJANH;

ban arpeccopa. B nmnporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUAMH, B
COIMAJILHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUH C
ONpPEIETICHHBIX A/IPECOB;

Eciu Te1 cBugerens kubOepOysuunra. TBou JeHCTBUA: BBICTYNHUTH MPOTHB
MpecienoBarelis, MOoKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh JKEPTBY, KOTOPOH HY)KHA TICUXOJOTHYECKash IOMOIIb, COOOIIUTH
B3POCJIBIM O (DaKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MobunvHolii meneghon

CoBpemenHble cMapTPOHBI W IUIAHIIETHI cojaepKaT B cebe BIIOJHE B3pPOCIHbIN

(bYHKHI/IOHaJ'I, U TCICPb OHHU MOTYT KOHKYPHPOBATH CO CTAllMOHAPHBIMHU KOMIIBIOTCpAMHU.

OnHako cpeACTB 3aIIUTHI ISl TOJIOOHBIX YCTPOUCTB MOKA OYE€Hb Majio. TeCTUPOBAaHUE U MTOUCK

YSA3BUMOCTEM B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1 [IK, To ke camoe kacaerca u

MOOUITBHBIX TTPHUIIOKEHHI.

COBpCMCHHBIe MOOMIIbLHBIE 6paysepLI YK€ NPAKTHYCCKU JOTHAJIIN HACTOJIbHBIC aHAJIOTH,

OJTHAKO pacuiMpeHre (QyHKIIMOHANIA BIIEYET 3a CO00i OOJBIIYI0 CIOKHOCTh W MEHBIIYIO

3aIUIIEHHOCTD.



Jlaneko He BCce MPOU3BOIUTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKUE
YSA3BUMOCTH JJIS1 CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI /I 0€30MacCHOCTH MOOUIILHOTO TeedoHa:

1. Hwuuero He sBisieTcs MO-HACTOSIIEMY OeCIUIaTHBIM. Byab OCTOpOKEH, Belbh Koraa
TeOe TpemIaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIC YCIIYTH;

2. Jlymaii, mpexxae yeM otnpaBuTh SMS, ¢hoTo nuinu Bugeo. Thl TOUHO 3HACIIH, T/I€ OHU
OyayT B KOHEYHOM HTOTE?

3. HeoOxoammo 0OHOBISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

4. Hcnonw3yil aHTUBUPYCHBIE TPOTPaMMBI /11T MOOUJILHBIX Telle(pOHOB;

5. He 3arpyxaii mOpUIOXKEHHUS OT HEU3BECTHOTO MCTOYHUKA, BE€Ab OHHU MOTYT
coJlep>KaTh BPEJOHOCHOE MPOTPaMMHOE 00eCTICUeHNUE;

6. Tlocie Toro Kak ThI BHIMAEIIL C CaiiTa, IJi€ BBOIWI JIHUYHYIO HHPOPMAIIHIO, 321 B
HACTPOMKHU Opay3epa u yaanu cookies;

7. Ilepuonuueckd MpOBEpsid, KAaKWE IUIATHBIE YCIYTd AKTUBUPOBAHbl Ha TBOEM
HOMEpE;

8. JlaBaii cBOil HOMEp MOOMIBLHOTO Telne(oHa TOIBKO JIFOISM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa ThI UM He TOJb3yenibesa. He 3a0biBaii
WHOT /12 IPOBEPSTH ITO.

Online uepul

CoBpeMeHHbIE OHJIAWH-UTPbl — 3TO KpPAacOYHbIE, 3aXBaThIBAIOIIME pa3BICUYECHMUS,
00BEIMHSIONINE COTHU THICAY YENIOBEK 10 BceMy MuUpy. Mrpoku uccienyroT naHHbId UM MU,
0011at0TCs JPYT € APYTrOM, BBIIOJIHSIOT 3aaHMsl, CPAYKAIOTCSI C MOHCTPAaMU U IOJIYYaroT OIBIT.
3a yJI0BOJIBCTBHE OHU IIATST: MOKYHNAKOT JUCK, OIUIAYMBAIOT AOOHEMEHT WM MPHOOpPETaoT
KAKHE-TO OIILIHH.

Bce atn cpeactBa uayr Ha moaiep)KaHUE M pa3sBUTHUE WIPHI, a TAKXKE HAa caMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBbl aBTOPH3ALMM, BBIIYCKAIOTCS HOBbIE IATUH
(un¢poBbIe 3amIaTKU AJIS1 IPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI{O6HBIX urpax CTouT o1macaTrbCd HEC CTOJIbBKO CBOUX COIICPHHUKOB, CKOJBKO KpaXu
TBOCTO IIapoJIsd, HAa KOTOPOM OCHOBAaHA4 CUCTCMA aBTOPU3aAlIUHU OOJILIIMHCTBA urp.

OcHOBHBIE COBETHI 110 O€30MMaCHOCTH TBOETO UTPOBOT0 aKKayHTa:
1. Ecnou ppyroit urpox BeneT cels IJIOXO WM CO3JaeT Te0e HEeNmpHUsITHOCTH,
3a0JI0KUPYH €ro B CHUCKE UTPOKOB;



N AW

[Toxkamylicss aaMUHHUCTpATOpaM HWIPbl HA IUIOXO€ NOBEICHUE 3TOrT0 MIPOKA,
JKEJIaTeJIbHO MPHUIIOKHUTH KAKHE-TO JI0KA3aTENbCTBA B BUJIE CKPUHOB;

He yka3piBait muunyto uHbopmaImio B mpodaiiie urpsi;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeounaabHbIe TATYH U MOJIBI;

Hcnone3yii cnoxHbIE U pa3HbIE TAPOJIH;

Jlaxe BO BpeMsl UIpbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. Iloka Thl urpaems, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaosica Tudrnsvlx OAHHBIX

OObBIUHOM Kpaxceﬁ ACHCT W OOKYMCHTOB CCTOOHA YKC HHUKOIO HC YyAUWBUIIb, HO C

pasBUTUCM I/IHTepHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKN TMCPEMCCTUIINCh B I/IHTCpHCT, u

IpoaO0JIKA0T 3aHUMATBCS «JTFOOMMBIM» ACJIIOM.

Tak nmosiBUIach HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUJIA (1)I/IIHI/IH1", TJIaBHasd LOCJIb

KOTOPOTO COCTOUT B IMOJTYYCHUH KOH(I)I/II[CHHI/IaJ'ILHBIX JaHHBbIX MOJb30BaTeNICH — JOTMHOB U

naposieii. Ha anrnmiickom s3pike phishing untaercs xak ¢gumuar (ot fishing — perOHas moBs,

password — mapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUIIUHTOM:

1.

Cnenn 3a cBoMM akkayHTOM. Ecim ThI momo3peBaemib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHpOBAaTh €€ W COOOUIMTH aJMUHHCTPAaTOpam
pecypca 00 3TOM Kak MO>KHO CKOpee;

Hcnonw3yit Oe3onacHble BeO-CaliTl, B TOM YHCJIE€ HMHTEPHET-MAara3uHoB U
MIOUCKOBBIX CHCTEM;

Hcnone3yii cnokHble M pa3Hble Mapoiau. Takum o0pa3om, eciiu Tedsi B3IOMAIOT, TO
37IOYMBIIUIEHHUKH TOJIy4aT JOCTYI TOJIBKO K OAHOMY TBOEMY MPOQUIIO B CETH, a
HE KO BCEM;

Ecnmu T1eOs B3momManu, TO HEOOXOOUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 0OaBIEHBI y T€0s B APY3bAX, O TOM, YTO Te€Os B3JIOMAJIU U, BO3SMOXKHO, OT
TBOETO MMEHU OyJeT pacChlIaThCsl CllaM M CCHIIKH Ha (DUITMHTOBBIE CATHI;
YcranoBu HanexHbd napons (PIN) Ha MoOuIbHBIN TenedoH;

OTkIII04YM cOXpaHEHue mapoJis B Opaysepe;

He oTkpbiBaif Qaiiinbl U Apyrue BIOXKEHUS B MUChMAX Ja)XKe €CIH OHH MPHUILIA OT
TBOUX Jpy3eil. Jlydle yTouHH y HUX, OTHPABIISUIM JIX OHU TeOe 3TH (aiiibl.

Lugpposas penymayusa



udposas pemyranust — 3T0 HETaTUBHAS WU MMO3WTUBHAS WH(OpMAILUs B CETH O Tebe.
Komnpomertupyromas nadopmanus, pazmeniennas B UHTepHeTe, MOKET Cephe3HBIM 00pa3oM
OTpa3UThCS HA TBOEH peanbHOM ku3HH. «[[udpoBas pemyranus» — 370 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 uapopmanuu o Tede B IHTepHere.

TBoe MeCTO KHUTENbCTBA, Y4eOBbl, TBOE (PHUHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue moApoCTKU JIETKOMBICIEHHO OTHOCSITCS K MMyOJIMKAIIUU JTHYHON WH(OpMAIIH B
WNuTepHeTe, He MOHUMAs BO3MOXHBIX MOCJIEICTBAN. ThI Tayke HE CMOXKEIIb TOTAAThCS O TOM,
4yTro Qororpadus, pa3MelieHHas S5 JeT Hazall, cTaja NMPUYMHOW OTKaza MPHHATH TeOsS Ha
pabory.

Kommenrapun, pasmemnienne TBoux ¢Gotorpaduii M Apyrue JAEUCTBUS MOTYT HeE
UCYE3HYTh JaXke€ IOCJIe TOro, Kak Thl MX yJalnuilb. Thl HE 3Haellb, KTO COXPaHUI 3Ty
uH(OpMaIMio, Iomnajia J1 OHa B IOMCKOBBIE CUCTEMbl U COXPAaHUIJIACh JIM OHA, a INIaBHOE: YTO
MOyMAalOT 0 TeOe OKpYy’Karolee 0N, KOTOPbIe HAWAYT M YBUAAT 3T0. Halitn nndopmaruio
MHOTO JIET CITyCTS CMOXET JI000M — Kak M3 IOOpBIX MOOYXKICHWH, TaK U C HaMEpPEHHEM
HOPUYUHUTB Bpel. ITO MOKET ObITh KTO YI'OJHO.

OCHOBHBIE COBETHI IO 3alIUTE MU(PPOBOI permyTaIyn:

1. Tlomymaii, mpexae 4em 4TO-TO MyONMKOBATH M TepeaBarh y ceOs B Ojore uiu B
COILIMAJILHOM CETH,

2. B nHactpoiikax npoduiis yCTaHOBU OTpaHUYEHHUS Ha MPOCMOTP TBOETO MpOoduis u
€ro COJIEPKUMOTO0, CIEIIAald €r0 TOJBKO «IUISl APY3Eh»;

3. He pa3memiaii u He yka3biBail HH(pOpMAITHIO, KOTOPask MOKET KOTO-JTHO0 OCKOPOIIATH
WA OOM>KaTh.

Asmopckoe npago

CoBpemMeHHbIE WIKOJBHUKM — aKTUBHBIE TOJB30BaTEIM LU(POBOTrO MPOCTPAHCTBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMH BO3MOXKHOCTSIMU LIU(PPOBOTO MHUpa
TpeOyeT coOII0IeHU MPaB Ha UHTEIUIEKTYalIbHYI0 COOCTBEHHOCTD.

TepMHUH «WHTEIEKTyaJbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3jIUYHBIM TBOPEHHIM
YeJI0OBEUEeCKOr0 yMa, HayMHas C HOBBIX M300peTeHHd M 3HAKOB, OOO3HAYAOLINX
COOCTBEHHOCTh HAa TPOAYKTHI W YCIYI'H, M 3aKaHYuBas KHUTamu, (oTorpadusmu,
KAHO(QHIEMaMHU M MY3bIKQJIbHBIMHA TTPOU3BEICHUSIMH.



ABTOpCKME TpaBa — O3TO IpaBa Ha MHTEIUICKTYaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKHU, JUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KAU€CTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaIbHBINA/TBOPUECKHUM TPy aBTOpa HE OyJeT HApacHBIM, AacT
€My CIpaBe/UIMBbIe BO3MOXKHOCTH 3apaloTaThb Ha pe3yjbTaTaXx CBOEro TPyJa, MOJYyYUTh
M3BECTHOCTh U mpu3HaHue. Hukto 0e3 paspelieHusi aBTopa HE MOXKET BOCIPOU3BOAUTH €T0
MPOU3BEICHHE, PACIIPOCTPAHATH, MyOJUYHO AEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJIMYHO HCIOJIHATH, MOKA3bIBATH/UCTIONHATH B AUpPE WM pa3MellaTh B
HNnrepHere.

Hcnonb3oBaHne «OUPATCKOTO» MPOrPaMMHOIO OOECHEYEHHMsS] MOXKET IPUBECTH K
MHOTHM PHUCKaM: OT MOTEPU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOEI'O YCTPOMCTBA,
IJle YyCTaHOBJIGHA HeleranbHas nporpamMMa. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYET
JeTanbHble U OeCTIaTHBIE POTPAMMBI, KOTOPHIE MOKHO HAalWTH B CETH.



NudopmannonHass naMaTKA A5 00y4al0mIUXCs
JJIS pasMelleHus Ha 0(puIuAJIbHbIX HHTEPHET-pecypcax

C KaxxabpIM roJJoM MoJIoZie’)ku B VIHTepHETe CTaHOBUTCS OOJIbIIE, a IKOJIbHUKKM OJJHH U3
caMbIX AaKTHBHBIX MoJb30oBareneil PyHera. Mexay TeMmM, NOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, IHTepHeT HeceT u mpobaemMbl. JTa maMsATKa JOJKHA TTOMOYb Tebe 06e30macHo
HaXOJUTHCS B CETH.

Komnviomepnuie eupycoi

KomnbioTepHblif  BHUpYC — 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX  IPOTpamw,
OTJIUYUTENBHON OCOOEHHOCThIO KOTOPOW SIBJISIETCSI CIMOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOTHEHHE K 3TOMY BHPYCHI MOTYT MOBPEAWNTH WA MOTHOCTHIO YHHUTOXUTH BCE (aliIbl U
JAHHBIE, TOJAKOHTPOJBHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTO ObLIa 3ammylieHa 3apakeHHas
MporpaMma, a TakKe MOBPEIUTh WM JaKe YHHUUTOXXKHUTh ONEpPAlMOHHYIO CUCTEMY CO BCEMHU
daiinamu B enom. B 60bIIMHCTBE ClyyaeB pacnpoCTpaHIIOTCs BUPYCH uepe3 HTepHer.

Mertozp!l 3aIMTBI OT BPEAOHOCHBIX IPOIPAMM:

1. Mcnons3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPLE3HBINA YPOBEHb
3aIUTHI OT BPEIOHOCHBIX NIPOTrpamM;

2. TlocrossHHO ycTaHaBiMBail matuu (UGPPOBBIEC 3aIUIATKH, KOTOPhIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKM MPOTpPaMMBbl) M APyrue OOHOBJICHHUS CBOEH
ornepanMoHHOM cuctembl. CkauMBaili MX TOJBKO € oOduUIUanIbHOrO caiTa
pa3padorunka OC. Ecau cymecTByeT peXuM aBTOMAaTHYECKOI'O OOHOBJIECHHS,
BKJIFOYH €T0;

3. PaOotaii Ha cBOeM KOMIIBIOTEPE MO IIPaBaMH MOJIb30BATENS, @ HE aIMUHUCTPATOpA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCA Ha
TBOEM IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonp3yll aHTUBHPYCHBIE€ NPOTrpaMMHBIE IPOAYKTbl U3BECTHBIX IPOU3BOIAUTEINEH,
C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (pU3HUYECKUI TOCTYI K KOMIIBIOTEPY Ul IOCTOPOHHMX JIULL;

6. Vcnonb3yil BHEIIHME HOCUTENU MH(OpPMALKHU, Takue Kak (ielka, AUCK WU (ailn
u3 MHTepHeTa, TOIBKO U3 NPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkppIBaii KOMIBIOTEpHBIE (HAIBI, TOTyYEHHBIE U3 HEHAIEKHBIX UCTOYHHUKOB.
Haxe Te Qaiinpl, KOTOpble MpHUCIaT TBOW 3HAKOMBIN. Jlydlne yTOYHHM y HEro,
OTIIPABJISAJI JIU OH TeOe uX.



Cemu WI-FI

Wi-Fi — 310 He BuI mepefaun JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH[, Mapka.
Eme B 1991 romy Hunmepmanickas kommnaHusi 3apeructpupoBana Opens «WECA», uyto
obo3Hauano cioBocouetanue «Wireless Fidelity», koTopblil mepeBoanuTCSl Kak «OecrpoBOIHAsS

TOYHOCTB>.

Jlo Hamero BpeMeHHW JolUIa JIpyras aObOpeBHaTypa, KOTOpas SBISICTCS TaKOM iKe
TexHonoruer. Ot1o abOpeBuarypa «Wi-Fi». Takoe Ha3BaHume ObUIO TaHO C HaMEKOM Ha

CTaHAapT BbIcIIMM 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBoie 03HayaeT «BbICOKAs TOUHOCTb.

Jla, OecruiaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adpornopTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BbIXoJa B MHTEepHET. HO MHOTHE SKCIEepThI CYUTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi cetu He aBisA0TCA 0€30IMaCHBIMMU.

Cogersl 110 6€30MacHOCTH Ipu padboTe B o01eA0cTynHbIX ceTssx Wi-Fi:

1. He mepenmaBaii cBoto nuuHyro uH(popMamuio ydepe3 odmenoctynasie Wi-Fi cern.
PaGotast B HUX, XeJaTeNIbHO HE BBOJWUTH MAPOJH JIOCTYIA, JIOTHHBI U KAKHUE-TO
HOMeEpa;

2. Hcnonw3yit 1 0OHOBISI AaHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMay3p. TeM caMbIM ThI
obe3onacunib ceds OT 3aKaUKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢ynkmuo «OO0mmid moctyn K Qaitmam u
npuHTepam». JlaHHas QyHKOUS 3aKpbiTa MO YMOJYAaHHWIO, OJHAKO HEKOTOPBIE
M0JIb30BATEN aKTUBUPYIOT €€ JIIsl y100CTBa UCIIOJIb30BaHUs B paboTe uiu yueoe;

4. He ucnone3yit nyonuunbiii Wi-Fi nns nepenayn TUYHBIX JTaHHBIX, HAIIpUMeEp, IS
BBIXO/Ia B COITUATBHBIC CETH WIIU B JIEKTPOHHYIO TIOUTY;

5. Hcnonb3yit Tonpko 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BebO-aapeca BBOIU UMEHHO «https://»;

6. B MoOwnsHOM Tenedone orkmoun pynkmuio  «[lomkmrouenne x  Wi-Fi
aBTOMaTMyeckn». He pomyckail aBTOMAaTHYECKOTO MOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacusi.

Couuaﬂbele cemu

CouuanbHple CeTH aKTUBHO BXOJST B HAIIY JKW3Hb, MHOTHE JIFOAU PabOTAIOT M KUBYT
TaM NOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUIIUAP]T YETIOBEK, YTO ABJISETCS OJHOM
CeIbMOM BCEX JKUTENEH IIaHeThl. MHOTHE IMOJIb30BATENId HE MOHUMAIOT, YTO HWH(POpPMAIIUS,
pa3MelleHHasi UMU B COLIMAJIbHBIX CETSIX, MOXKET ObITh HailJieHa U UCIO0Ib30BaHA KEM YTOJHO,
B TOM YHCJI€ HE 00s3aTeIBHO ¢ OJaruMu HaMepPEHUSIMHU.



OCHOBHBIE COBETHI IO 0€30IaCHOCTH B COLIMAJIBbHBIX CCTAX!

1.

Orpannyb cnucok apy3ze. Y T1e0s B APY3bSIX HE JOJDKHO OBITh CIy4YyallHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiiail cBor YacTHYI0 *u3Hb. He ykaswiBail mapoiu, TenedoHsl, aapeca, naTy
TBOETO POXKICHUS W JPYryl0 JTUYHYHO WHOOpMANWio. 3JI0YMBINIUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake WH(OPMAIMIO O TOM, KaK Thl U TBOW POJUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBI;

3amumiail cBOI penyTaiuio — JIep:KU ee B YUCTOTE U 3ajaBail cebe BOMpoc: XOTel
Obl Thl, YTOOBI JpYyrue MOJB30BAaTEeIM BUIECIU, YTO Thl 3arpyxaeus? [logymaii,
MPEXJIe YEM YTO-TO OMYOJIUKOBATh, HAITUCATh U 3arpy3UTh;

Ecnu Tbl TOBOpUILB € JHOJbMH, KOTOPBIX HE 3HACIlb, HE UCMOJb3yH CBOE pEajJbHOE
UMS U JPYTYI0 JTUYHYI0 MHGOPMALMIO: MMs, MECTO KHUTEJIbCTBA, MECTO yueObl U
npouee;

N3zberait pazmemienus ¢pororpaduii B IHTEpHETE, T/IE€ THI H300paKEH HA MECTHOCTH,
10 KOTOPO MO>KHO OIPEAEIIUTH TBOE MECTOIOJI0KEHUE;

[Ipu peructpanuu B COUMATIBHOM CETHU HEOOXOAMMO HCIIOJIB30BaTh CIOXKHbBIC
napoJiv, COCTOAMINE U3 OyKB M U U ¢ KOJIWYECTBOM 3HAKOB HE MEHee §;

st conuanbHOM CceTH, MOYTHI U APYTUX CallTOB HEOOXOMMO HCIIOIb30BaTh Pa3HbIE
napoiu. Torna eciau Te6st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3zy.

Onexmponnsvie Oenveu

SHeKTPOHHBIC JCHBI'M — 3TO OYCHb y,HO6HBIﬁ cI1oco0 HHaTe)Keﬁ, OJHAaKO CYHICCTBYIOT

MOIICHHWUKH, KOTOPBIC XOTAT MOJYIUTDb 9TU ACHBI'U.

9J'IeKTp0HHI)Ie JCHBI'M ITOABUIIMCH COBCCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO MHOT'HX

rocyaapCTBax 40 CUX IIOP HC IPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccum ke oHM (PyHKIMOHHMPYIOT M O HHX YK€ MPOMUCAHO B 3aKOHE, TIe HX

pasaciiAr0OT Ha HCECKOJIbBKO BHJIOB — AHOHHUMHBIC W HC AHOHHMHBIC. Pa3nuna B TOM, YTO

AHOHUMHBIC — 3TO TC, B KOTOPLIX pPaA3pCHIACTCA IIPOBOJUTL OIICpallun 0e3 I/IIIGHTI/I(l)I/IKaHI/II/I

II0JIb30BAaTCIIsA, @ B HC aHOHUMHBIX I/II[eHTI/I(i)I/IKaHI/II/I [10JI630BaTENIS SBJISETCS 0053aTEIHLHOM.

Taxxe CICAYCT pa3jindaThb 3JICKTPOHHBLIC (bHaTHBIe JCHBI' (paBHI)I rocyaapCTBCHHbBIM

BaJ'IIOTaM) " 3JICKTPOHHBLIC He(l)I/IaTHBIe JCHbBI'H (He PaBHBI IT'OCYAapCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI IO O€30MacHO padoTe ¢ AMEKTPOHHBIMU JEHbIaMH:



1. IpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIA M OBICTPBIN CIIOCOO
BOCCTAaHOBHUTH JOCTYN K cuery. [IpuBsizanHbIii TenedoH MOMOXKET, eciau 3a0yaenb
CBOM IJIATEKHBIA MApOJIb WIH 3alJE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHopa3oBeie maposid. [locie mepexona Ha yCHJIEHHYIO aBTOPHU3AIUIO
TeOe yxe He OyJeT yrpokarb ONacHOCTh KpPaXXH WJIHM IepexBaTa ILIATEKHOTO
apos;

3. BeiObepu cnoxsblii maposb. [IpecTymHukam OyaeT HE MPOCTO yrajaarh CIOXKHBIN
napoJyib. HajexxHble nmaposiau — 3To napoJiv, KOTOphIE COAEpKaT HE MEHee 8 3HAKOB U
BKJTFOYAIOT B Ce0sl CTPOUYHBIC U MPOMHKCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB,
TakKhe KakK 3HaK Joiuiapa, (yHTa, BOCKIWIATENBHBIN 3HaK W T.n. Hampuwmep,
$tROng!;;

4. He BBOJM CBOM JIMYHBIE JaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.

aﬂekmpOHHa}Z nouma

DJIEKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U NPEAOCTABIISIEMBIE €10 YCIYTH 0 TEPECHUIKE
U TIOJIYYCHHIO DJICKTPOHHBIX COOOIICHHH, KOTOPBIE PACIPENEISIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM ~ TIOYTOBBIA  SIIMK ~ BBIDJSIAUT — CICAYIOIIMM  0Opazom:
MMsI_I0JIb30BaTeNsI @uMsI_JIoMeHa. Takke KpoMme Mepenadyd IPOCTOr0 TEKCTa, HMEETCs
BO3MOXHOCTD TepeIaBaTh (ailsibl.

OCHOBHBIE COBETHI IO O€30IMMACHON pabOTe ¢ ANEKTPOHHOU IMOYTOM:

1. Hago BeIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTepHETE €CTh OTrpOMHBIM
BbIOOp OecIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIy4ylle JOBEPSATH TEM, KOIO
3HaelIb U KTO IEPBBIM B PEUTHHTE;

2. He yka3pIBaii B TMYHOM mouTe JIMYHYIO HHGopMmanmoo. Hanpumep, mydmie BeIOpaTh
«MY3BIKaTbHBIN_(paHaT@» unu «pok2013» BMecTo «TteMal3»;

3. Hcnonp3yil ABYX3TAallHYH0 aBTOPU3ALMIO. OJTO KOrJa NOMUMO MapoJisi HYKHO
BBOJIUTH KOJI, TPUCHLIaeMblii 1o SMS;

4. BpiOepu CIOXHBIN mapoib. [ KaXXIOTO MOYTOBOTO SIIUKA JOKEH OBITH CBOU
HAJICKHBII, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecim ecTp BO3MOXHOCTh HallMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH ATy
BO3MOJKHOCTB;

6. Hcnonp3yil HECKONBKO MOYTOBBIX SAIIUMKOB. [lepBbIil AJi1 4acTHON NEPENHUCKH C
ajgpecatamMy, KOTOPbIM Tbl JOBEpsi€lIb. OJTO DSJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MIPU PETrUCTpaliui Ha GopyMax U calTax;

7. He otkpbiBail ¢aiibl U Apyrue BIOKEHHS B MUChMaX JaKe€ €CIU OHM MPHUIILIH OT
TBOMX Jpy3eil. Jlydiie yrouHu y HUX, OTIPABIISIIN JTU OHU TeOe 3T (ailbl;

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE Mepe]] 3aKPhITHEM BKJIAJKH C
caiiToM He 3a0yap HaXkaTh HAa «BBIATH».



Kubepbynnune unu supmyanvroe uzoeeamenbcmeo

KuGepOymnuur — mpecinenoBaHue COOOUICHUSIMU, COAEPXKAIIMMH  OCKOpPOJIeHHUS,

arpecculo, 3alyruBaHue; XYJIUTaHCTBO; COIMAIEHOE OOWKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KHOEPOYIITMHTOM:

1.

He Opocaiics B 60i. JIydmuii crioco6: mocoBETOBATHCS Kak ce0si BECTH M €CITU HET
TOTO, K KOMYy MOXHO OOpaTUTHCS, TO BHAuaje YCIOKOUThCA. Ecnu Thl HayHeIb
OTBEeYaTh OCKOPOJEHUSIMU HA OCKOPOJIEHMS, TO TOJBKO elle OOJbIIe Pa30iOKelb
KOH(JIUKT;

VYnpasnsii cBoeit Kubeppenyranuei;

AHOHUMHOCTh B ceTH MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

He ctout Bectn Xynuranckuii oOpa3 BUPTyaidbHOU >ku3HH. HTEpHET Qukcupyer
BCE TBOU JICUCTBUS U COXPAHAET UX. Y JAIUTh UX OyAeT KpailHe 3aTpyAHUTENbHO;
Cobntonait cBOM BUPTYaJbHYIO YECTh CMOJIOY;

Urnopupyit eauHuusbiii HeratuB. OIHOPAa30BblE OCKOPOUTEIbHBIE COOOILIECHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs: Ha Ha4yalbHOW CTaJANH;

ban arpeccopa. B nmnporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUAMH, B
COIMAJILHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUH C
ONpPEIETICHHBIX A/IPECOB;

Eciu Te1 cBugerens kubOepOysuunra. TBou JeHCTBUA: BBICTYNHUTH MPOTHB
MpecienoBarelis, MOoKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh JKEPTBY, KOTOPOH HY)KHA TICUXOJOTHYECKash IOMOIIb, COOOIIUTH
B3POCJIBIM O (DaKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MobunvHolii meneghon

CoBpemenHble cMapTPOHBI W IUIAHIIETHI cojaepKaT B cebe BIIOJHE B3pPOCIHbIN

(bYHKHI/IOHaJ'I, U TCICPb OHHU MOTYT KOHKYPHPOBATH CO CTAllMOHAPHBIMHU KOMIIBIOTCpAMHU.

OnHako cpeACTB 3aIIUTHI ISl TOJIOOHBIX YCTPOUCTB MOKA OYE€Hb Majio. TeCTUPOBAaHUE U MTOUCK

YSA3BUMOCTEM B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1 [IK, To ke camoe kacaerca u

MOOUITBHBIX TTPHUIIOKEHHI.

COBpCMCHHBIe MOOMIIbLHBIE 6paysepLI YK€ NPAKTHYCCKU JOTHAJIIN HACTOJIbHBIC aHAJIOTH,

OJTHAKO pacuiMpeHre (QyHKIIMOHANIA BIIEYET 3a CO00i OOJBIIYI0 CIOKHOCTh W MEHBIIYIO

3aIUIIEHHOCTD.



Jlaneko He BCce MPOU3BOIUTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKUE
YSA3BUMOCTH JJIS1 CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI /I 0€30MacCHOCTH MOOUIILHOTO TeedoHa:

1. Hwuuero He sBisieTcs MO-HACTOSIIEMY OeCIUIaTHBIM. Byab OCTOpOKEH, Belbh Koraa
TeOe TpemIaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIC YCIIYTH;

2. Jlymaii, mpexxae yeM otnpaBuTh SMS, ¢hoTo nuinu Bugeo. Thl TOUHO 3HACIIH, T/I€ OHU
OyayT B KOHEYHOM HTOTE?

3. HeoOxoammo 0OHOBISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

4. Hcnonw3yil aHTUBUPYCHBIE TPOTPaMMBI /11T MOOUJILHBIX Telle(pOHOB;

5. He 3arpyxaii mOpUIOXKEHHUS OT HEU3BECTHOTO MCTOYHUKA, BE€Ab OHHU MOTYT
coJlep>KaTh BPEJOHOCHOE MPOTPaMMHOE 00eCTICUeHNUE;

6. Tlocie Toro Kak ThI BHIMAEIIL C CaiiTa, IJi€ BBOIWI JIHUYHYIO HHPOPMAIIHIO, 321 B
HACTPOMKHU Opay3epa u yaanu cookies;

7. Ilepuonuueckd MpOBEpsid, KAaKWE IUIATHBIE YCIYTd AKTUBUPOBAHbl Ha TBOEM
HOMEpE;

8. JlaBaii cBOil HOMEp MOOMIBLHOTO Telne(oHa TOIBKO JIFOISM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa ThI UM He TOJb3yenibesa. He 3a0biBaii
WHOT /12 IPOBEPSTH ITO.

Online uepul

CoBpeMeHHbIE OHJIAWH-UTPbl — 3TO KpPAacOYHbIE, 3aXBaThIBAIOIIME pa3BICUYECHMUS,
00BEIMHSIONINE COTHU THICAY YENIOBEK 10 BceMy MuUpy. Mrpoku uccienyroT naHHbId UM MU,
0011at0TCs JPYT € APYTrOM, BBIIOJIHSIOT 3aaHMsl, CPAYKAIOTCSI C MOHCTPAaMU U IOJIYYaroT OIBIT.
3a yJI0BOJIBCTBHE OHU IIATST: MOKYHNAKOT JUCK, OIUIAYMBAIOT AOOHEMEHT WM MPHOOpPETaoT
KAKHE-TO OIILIHH.

Bce atn cpeactBa uayr Ha moaiep)KaHUE M pa3sBUTHUE WIPHI, a TAKXKE HAa caMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBbl aBTOPH3ALMM, BBIIYCKAIOTCS HOBbIE IATUH
(un¢poBbIe 3amIaTKU AJIS1 IPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI{O6HBIX urpax CTouT o1macaTrbCd HEC CTOJIbBKO CBOUX COIICPHHUKOB, CKOJBKO KpaXu
TBOCTO IIapoJIsd, HAa KOTOPOM OCHOBAaHA4 CUCTCMA aBTOPU3aAlIUHU OOJILIIMHCTBA urp.

OcHOBHBIE COBETHI 110 O€30MMaCHOCTH TBOETO UTPOBOT0 aKKayHTa:
1. Ecnou ppyroit urpox BeneT cels IJIOXO WM CO3JaeT Te0e HEeNmpHUsITHOCTH,
3a0JI0KUPYH €ro B CHUCKE UTPOKOB;



N AW

[Toxkamylicss aaMUHHUCTpATOpaM HWIPbl HA IUIOXO€ NOBEICHUE 3TOrT0 MIPOKA,
JKEJIaTeJIbHO MPHUIIOKHUTH KAKHE-TO JI0KA3aTENbCTBA B BUJIE CKPUHOB;

He yka3piBait muunyto uHbopmaImio B mpodaiiie urpsi;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeounaabHbIe TATYH U MOJIBI;

Hcnone3yii cnoxHbIE U pa3HbIE TAPOJIH;

Jlaxe BO BpeMsl UIpbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. Iloka Thl urpaems, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaosica Tudrnsvlx OAHHBIX

OObBIUHOM Kpaxceﬁ ACHCT W OOKYMCHTOB CCTOOHA YKC HHUKOIO HC YyAUWBUIIb, HO C

pasBUTUCM I/IHTepHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKN TMCPEMCCTUIINCh B I/IHTCpHCT, u

IpoaO0JIKA0T 3aHUMATBCS «JTFOOMMBIM» ACJIIOM.

Tak nmosiBUIach HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUJIA (1)I/IIHI/IH1", TJIaBHasd LOCJIb

KOTOPOTO COCTOUT B IMOJTYYCHUH KOH(I)I/II[CHHI/IaJ'ILHBIX JaHHBbIX MOJb30BaTeNICH — JOTMHOB U

naposieii. Ha anrnmiickom s3pike phishing untaercs xak ¢gumuar (ot fishing — perOHas moBs,

password — mapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUIIUHTOM:

1.

Cnenn 3a cBoMM akkayHTOM. Ecim ThI momo3peBaemib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHpOBAaTh €€ W COOOUIMTH aJMUHHCTPAaTOpam
pecypca 00 3TOM Kak MO>KHO CKOpee;

Hcnonw3yit Oe3onacHble BeO-CaliTl, B TOM YHCJIE€ HMHTEPHET-MAara3uHoB U
MIOUCKOBBIX CHCTEM;

Hcnone3yii cnokHble M pa3Hble Mapoiau. Takum o0pa3om, eciiu Tedsi B3IOMAIOT, TO
37IOYMBIIUIEHHUKH TOJIy4aT JOCTYI TOJIBKO K OAHOMY TBOEMY MPOQUIIO B CETH, a
HE KO BCEM;

Ecnmu T1eOs B3momManu, TO HEOOXOOUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 0OaBIEHBI y T€0s B APY3bAX, O TOM, YTO Te€Os B3JIOMAJIU U, BO3SMOXKHO, OT
TBOETO MMEHU OyJeT pacChlIaThCsl CllaM M CCHIIKH Ha (DUITMHTOBBIE CATHI;
YcranoBu HanexHbd napons (PIN) Ha MoOuIbHBIN TenedoH;

OTkIII04YM cOXpaHEHue mapoJis B Opaysepe;

He oTkpbiBaif Qaiiinbl U Apyrue BIOXKEHUS B MUChMAX Ja)XKe €CIH OHH MPHUILIA OT
TBOUX Jpy3eil. Jlydle yTouHH y HUX, OTHPABIISUIM JIX OHU TeOe 3TH (aiiibl.

Lugpposas penymayusa



udposas pemyranust — 3T0 HETaTUBHAS WU MMO3WTUBHAS WH(OpMAILUs B CETH O Tebe.
Komnpomertupyromas nadopmanus, pazmeniennas B UHTepHeTe, MOKET Cephe3HBIM 00pa3oM
OTpa3UThCS HA TBOEH peanbHOM ku3HH. «[[udpoBas pemyranus» — 370 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 uapopmanuu o Tede B IHTepHere.

TBoe MeCTO KHUTENbCTBA, Y4eOBbl, TBOE (PHUHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue moApoCTKU JIETKOMBICIEHHO OTHOCSITCS K MMyOJIMKAIIUU JTHYHON WH(OpMAIIH B
WNuTepHeTe, He MOHUMAs BO3MOXHBIX MOCJIEICTBAN. ThI Tayke HE CMOXKEIIb TOTAAThCS O TOM,
4yTro Qororpadus, pa3MelieHHas S5 JeT Hazall, cTaja NMPUYMHOW OTKaza MPHHATH TeOsS Ha
pabory.

Kommenrapun, pasmemnienne TBoux ¢Gotorpaduii M Apyrue JAEUCTBUS MOTYT HeE
UCYE3HYTh JaXke€ IOCJIe TOro, Kak Thl MX yJalnuilb. Thl HE 3Haellb, KTO COXPaHUI 3Ty
uH(OpMaIMio, Iomnajia J1 OHa B IOMCKOBBIE CUCTEMbl U COXPAaHUIJIACh JIM OHA, a INIaBHOE: YTO
MOyMAalOT 0 TeOe OKpYy’Karolee 0N, KOTOPbIe HAWAYT M YBUAAT 3T0. Halitn nndopmaruio
MHOTO JIET CITyCTS CMOXET JI000M — Kak M3 IOOpBIX MOOYXKICHWH, TaK U C HaMEpPEHHEM
HOPUYUHUTB Bpel. ITO MOKET ObITh KTO YI'OJHO.

OCHOBHBIE COBETHI IO 3alIUTE MU(PPOBOI permyTaIyn:

1. Tlomymaii, mpexae 4em 4TO-TO MyONMKOBATH M TepeaBarh y ceOs B Ojore uiu B
COILIMAJILHOM CETH,

2. B nHactpoiikax npoduiis yCTaHOBU OTpaHUYEHHUS Ha MPOCMOTP TBOETO MpOoduis u
€ro COJIEPKUMOTO0, CIEIIAald €r0 TOJBKO «IUISl APY3Eh»;

3. He pa3memiaii u He yka3biBail HH(pOpMAITHIO, KOTOPask MOKET KOTO-JTHO0 OCKOPOIIATH
WA OOM>KaTh.

Asmopckoe npago

CoBpemMeHHbIE WIKOJBHUKM — aKTUBHBIE TOJB30BaTEIM LU(POBOTrO MPOCTPAHCTBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMH BO3MOXKHOCTSIMU LIU(PPOBOTO MHUpa
TpeOyeT coOII0IeHU MPaB Ha UHTEIUIEKTYalIbHYI0 COOCTBEHHOCTD.

TepMHUH «WHTEIEKTyaJbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3jIUYHBIM TBOPEHHIM
YeJI0OBEUEeCKOr0 yMa, HayMHas C HOBBIX M300peTeHHd M 3HAKOB, OOO3HAYAOLINX
COOCTBEHHOCTh HAa TPOAYKTHI W YCIYI'H, M 3aKaHYuBas KHUTamu, (oTorpadusmu,
KAHO(QHIEMaMHU M MY3bIKQJIbHBIMHA TTPOU3BEICHUSIMH.



ABTOpCKME TpaBa — O3TO IpaBa Ha MHTEIUICKTYaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKHU, JUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KAU€CTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaIbHBINA/TBOPUECKHUM TPy aBTOpa HE OyJeT HApacHBIM, AacT
€My CIpaBe/UIMBbIe BO3MOXKHOCTH 3apaloTaThb Ha pe3yjbTaTaXx CBOEro TPyJa, MOJYyYUTh
M3BECTHOCTh U mpu3HaHue. Hukto 0e3 paspelieHusi aBTopa HE MOXKET BOCIPOU3BOAUTH €T0
MPOU3BEICHHE, PACIIPOCTPAHATH, MyOJUYHO AEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJIMYHO HCIOJIHATH, MOKA3bIBATH/UCTIONHATH B AUpPE WM pa3MellaTh B
HNnrepHere.

Hcnonb3oBaHne «OUPATCKOTO» MPOrPaMMHOIO OOECHEYEHHMsS] MOXKET IPUBECTH K
MHOTHM PHUCKaM: OT MOTEPU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOEI'O YCTPOMCTBA,
IJle YyCTaHOBJIGHA HeleranbHas nporpamMMa. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYET
JeTanbHble U OeCTIaTHBIE POTPAMMBI, KOTOPHIE MOKHO HAalWTH B CETH.



